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Update Report on the Board Assurance Framework and
the Corporate Risk Register as at 16 November 2017

1.0 Introduction

1.1 This paper provides an update on the Board Assurance Framework and the
Corporate Risk Register for 2017/18 as at 16 November 2017. It also provides a
suite of reports on the register detailing progress as at the same date including high
level information about risks on the Directorate Risk Register.

2.0 Board Assurance Framework and Corporate Risk Register

21  The Corporate Risk Register (CRR) is complementary to, and works in conjunction
with, the Risk Management System and the Board Assurance Framework. The
Corporate Risk Register identifies the principal risks that may threaten the
achievement of the corporate objectives; detail the control measures in place to
manage these risks; identify the sources of assurances that provide evidence that
the control systems on which we place reliance are effective. It also will include
information in respect of Board reports in terms of positive assurances, gaps in
control and gaps in assurance and action plans for the treatment of any residual
risks. The CRR is supported by Directorate Risk Registers developed by each
Assistant Director covering all service areas within the Trust.

2.2  The third SET Board Assurance Framework was presented to, and approved by the
Governance Assurance Committee, at its meeting on 17 June 2014 and
subsequently approved by the Trust Board on 24 June 2014. It is subject to annual
review — the next review is due in December 2017.

2.3 At the time of writing this report, discussions are underway with the Department of
Health to discuss the replacement for the Australian /New Zealand Risk
Management Standard which is used by all HSC Trusts and other smaller bodies.
The licence for use expires on 30 June 2018 and to continue to use it post this date
would mean all Trusts would be in breach of copyright. Initial discussions have
commenced and all Trusts hope to move to one common model for risk
management.

3.0 Corporate Risk Register — 2017/18

3.1 The CRR for 2017/18 was developed by the Executive Management Team at its
meeting on 21 February 2017. The Governance Assurance Committee is
responsible for receiving reports on the Corporate Risk Register on a quarterly
basis. It approved the 2017/18 Corporate Risk Register at its meeting on 21 June
2017 which was subsequently endorsed by the Trust Board at its meeting on 22
June 2017. The Committee was satisfied that the action plans contained in the
Corporate Risk Register were appropriate and effective arrangements were in place
for the quarterly monitoring of progress in respect of action plans.

3.2 At the meeting on 21 June 2017, a Non-Executive Director requested that the short
tittes in CRR reports be amended to better reflect the nature of the risk. This has



3.2

3.3

3.4

3.5

4.0

4.1

4.2

now been completed and included in the reports in the appendices of this
document.

The Governance Assurance Committee receives regular reports on a quarterly
basis, the last verbal report was presented by Miss Low at the meeting held on 20
September 2017. The position reported at that time was - 16 CRRs were open on
the register with 1 proposed closure as at 30 September 2017 - ID 2141: Inability to
meet the manpower requirements at Lakewood Regional Secure Care Centre’.

In summary, a total of 15 items are now open on the Corporate Risk Register as at
16 November 2017 (there were 16 as at 30 June 2017; as noted above ID 2141
was closed as at 30 September 2017 - note it is still included in the reports/ figures
in the attached reports as it was open for 6 months of the year). During discussion
at the Corporate Control meeting on 19 October 2017, it was agreed that the risk
rating after existing controls for ID 2111 (Inability to provide safe and effective care
at the Ulster Hospital) should be reviewed and updated (was Major x Possible =
High and was updated to Major x Likely = High).

There are a total of 58 action point items (across 16 CRR pro formas). Progress
reports are completed on a quarterly basis by the relevant Director and input into
Datix under the direction of the Assistant Director, Risk Management &
Governance. A suite of reports has been produced from the Datix Risk Management
System. Appendix 2 provides a summary of these reports together with key points
to note.

Compliance with the Corporate and Directorate Risk Registers is monitored on a
regular basis via the Governance Assurance Committee, Corporate Control
Committee and monthly Performance Monitoring & Improvement Meetings.
Directors can add new items to the Corporate Risk Register as and when required.
These are normally discussed in the first instance at the Executive Management
Team meetings and items added to the register accordingly.

Directorate Risk Registers (DRR)

The DRR for 2017/18 was also created at the same time as the CRR. Directorate
Risk Register updates were also sought as at 30 September 2017 and those
received have been input to Datix. Quarterly updates on progress are requested on
30 June, 30 September, 31 December and 31 March respectively.

There are a total 206 Directorate Risk Register Pro formas, with 447 action points
covering the five key themes within the Corporate Plan 2017/20 and the Corporate
Management Plan 2017. For ease of reference, these are broken down by Risk
Level (Table 1), Risk Sub Type (Table 2) and Principal Objectives (Table 3) below.

Table 1 - Directorate Risk Register by Risk Level

" 1D 2141 - Inability to meet the manpower requirements at Lakewood Regional Secure Care Centre was closed as at

30/9/17



Risk level Number | Percentage
Low 13 6.3 %
Medium 95 46.1%
High 76 36.9%
Extreme 22 10.7%
Total 206 100%

Table 2 - Directorate Risk Registers by Sub Type

Risk sub type Number | Percentage
Financial 34 16.5%
Health & Safety 28 13.6%
Legal/Statutory 21 10.2%
Patient Safety /Clinical 64 31.1%
Quality & Professional 11 5.3%
Guidelines and Standards

Reputation and Publicity 7 3.4%
Service Continuity 13 6.3%
Targets, Objectives and 28 13.6%
Service Provision

Total 206 100%

Table 3 - Directorate Risk Registers by Principal Objective

Principal Objective Number | Percentage
Continue to improve 36 17.5%
Empower our staff 10 4.8%
Engage with you 1 0.5%
Help you stay healthy and well 6 2.9%
Ensure safety, improve quality and test 153 74.3%
experience

Total 206 100%

4.3 The Corporate Control Committee is responsible for receiving reports on Directorate
Risk Registers on a quarterly basis and for filtering items for inclusion on the
Corporate Risk Register. The next report is due for consideration at the Corporate
Control Committee on 17 January 2018.

5.0 Summary

5.1  This paper provides an update on the Board Assurance Framework, and the
Corporate and Directorate Risk Registers for 2017/2018 as at 16 November 2017.
It also provides a suite of Datix Reports for the Corporate Risk Register (see
Appendix 2) which illustrate progress on the implementation of the action plans (per
individual Corporate Risk Register pro formas).



5.2 The Trust Board is asked to note the position on the Board Assurance Framework
and Corporate Risk Register Report for 2017/18, for information.

Irene Low
Assistant Director: Risk Management & Governance

16 November 2017



Corporate Risk Register for 2017/2018

Appendix 1

No

ID

Principal Objectives

Title

Description

Risk
Level
(Current)

Allocated EMT
Director

2120

Ensure safety, improve quality
and test experience

Inability to deliver seamless
mental health acute in patient
services on a single site
consistent with best practice

The location of acute mental health inpatient units on separate sites is
contributing to significant risks to patients and staff as a result of the
isolation of teams. In addition, it is recognised best practice, in the
interests of safety and patient experience that Psychiatric Intensive
Care Units (PICUs) are co-located with general mental health acute
wards. Currently, the Trust's PICU is a stand-alone unit on the
Downshire Hospital site, while the acute units are located on the
Ulster, Lagan Valley and Downe Hospital sites. This means that on
each site there are no additional staff available to respond to a
sudden escalation in acuity and/or the occurrence of incidents,
phenomena that are frequently experienced in these wards. This
problem is compounded by the absence of a dedicated Trust security
presence on three of the four sites where mental health wards are
currently located. Furthermore, it is also known that there are
significant difficulties with observation in wards located on first floor

accommodation (Ward 12, Lagan Valley and Ward 27 Ulster Hospital).

Such risks include patients absconding, patients self-harming, all
levels of violence and patients and smoking in unauthorised areas. An
Independent Review of Inpatient Associated Suicides published in
September 2014 emphasised shortcomings with the current ward
environments and highlighted concerns about the clinical risks
associated with transfers between sites. RQIA are now repeatedly
reporting their concerns about the standards of accommodation
available within SET's mental health inpatient infrastructure,
highlighting the risks associated with the sub-standard environments
and citing concerns about the co-location of the Trust's PICU with a
low secure population.

EXTREME

Adult Services &
Prison Healthcare

2121

Ensure safety, improve quality
and test experience

Inability to deliver safe and
effective health care in a
prison environment

Significant challenges to provide safe and effective healthcare
services within Northern Ireland's prisons resulting in potential
adverse publicity, litigation, serious self-harm to, or death of, a patient.

EXTREME

Adult Services &
Prison Healthcare

2141

Ensure safety, improve quality
and test experience

Note — closed on 30/9/17

Inability to meet the
manpower requirements at
Lakewood Regional Secure
Care Centre

Inability to maintain/recruit sufficient staff at Lakewood Regional
Secure Care Centre resulting in a heavy reliance on agency staff.
The fragility of the service is such that business continuity measures
are being employed.

HIGH

Children’s Services
& Social Work




and test experience

required to operate effective
out of hours hospital services

nights and at weekends with the same level of staffing during day time
hours Monday to Friday, thus resulting in sub optimal care for patients

No | ID Principal Objectives Title Description Risk Allocated EMT
Level Director
(Current)
4. 2130 | Ensure safety, improve quality Inability to ensure the quality Risk posed to the Trust due to the ageing estate, specifically: EXTREME | Finance & Estates
and test experience of the aged built environment 1. Need to improve protection against the potential of legionella (and
and associated infrastructure other water-borne risks) outbreak at Ulster Hospital and other sites.
2. Need to improve protection against the potential of infection due to
sewage leaks in the Ulster Hospital caused by deteriorating foul
drainage pipe work. This pipe work, on several occasions, has
fractured causing spillage of raw sewage into the hospital. This has
the obvious risk of spreading infection. The issues regarding the
failure of infrastructure within the main ward block at the Ulster
Hospital may be extended for a period of 3 to 4 years if a decision to
move beds from the Care of the Elderly (Functional Suitability B
standard) to MWB (Functional Suitability Dx standard) is taken.
3. Risk occurring as a direct result of structural, external enveloping
and building services failure at the Paediatric block and Paediatric
theatres, Ulster Hospital.
4. Failure of site heating services at both the Ulster Hospital and Ards
Hospital leading to compromised patient care.
5. The ageing estate, particularly the Ulster Hospital, also has
significant risk of fire safety - both in fabric of building and evacuation
issues.
6. Failure of infrastructure within drainage to remove sewage from
building resulting in failure to provide an environment that is suitable
for the processing of sterile instruments (sewage pipes from all four
floors merge and run under the floor of CSSD before leaving the
building.
5. 2140 | Continue to improve Inability to meet the financial Management of savings and pressures to achieve recurrent financial EXTREME | Finance & Estates
demands against competing balance including securing recurrent revenue and capital resources in
break even responsibility respect of Phase B.
6. 211 Ensure safety, improve quality Inability to provide safe and Inability to deliver safe and effective care for emergency patients at HIGH Hospital Services
and test experience effective emergency care at the Ulster Hospital as result of increased emergency demand
Ulster Hospital resulting in sub optimal care for patients and clients.
7. 2112 | Ensure safety, improve quality Inability to sustain Midwifery Inability to sustain Midwifery Led Units (MLUs) and Emergency HIGH Hospital Services
and test experience led Units and Emergency Services in the Downe and Lagan Valley Hospital resulting in sub
Services at the Down and optimal care for patients and clients
Lagan Valley sites
8. 2113 | Ensure safety, improve quality Inability to meet the staffing Inability to staff hospital wards and other key hospital departments at HIGH Hospital Services




effective security and controls, HSC information, systems and
infrastructure may become unreliable, not accessible when required
(temporarily or permanently), or compromised by unauthorised 3rd
parties including criminals. This could result in unparalleled HSC-wide
disruption of services due to the lack of /unavailability of systems that
facilitate HSC services (eg appointments, admissions to hospital, ED
attendances) or data contained within. The significant business
disruption could also lead to increased waiting lists, delayed urgent
clinical interventions, suboptimal clinical outcomes and potentially
bring liabilities for the service. It could also lead to unauthorised
access to any of our systems or information (including clinical/
medical systems) theft of information or finances, breach of statutory
obligations, substantial fines and significant reputational damage.

No | ID Principal Objectives Title Description Risk Allocated EMT
Level Director
(Current)
9. 2115 | Ensure safety, improve quality Inability to provide a Inability to continue to provide a reliable fully functioning, operational HIGH Human Resources &
and test experience comprehensive laundry and laundry and linen service that remains fit for healthcare services and Corporate Affairs
linen service safe to our patients, clients and staff; due to lack of capital investment
required to either relocate to a new on-site facility or refurbish the
existing aged facility and equipment.
10. 2118 | Ensure safety, improve quality Inability to deliver the required | The inability to plan and deliver the required skilled Nursing and EXTREME | Human Resources &
and test experience qualified medical and nursing Medical workforce now and in the future due to the significant Corporate Affairs
workforce shortage of Band 5 nurses and hard to fill medical posts, resulting in
increased risk of adverse events and/or sub optimal outcomes.

11. 2119 | Continue to improve Inability to deliver the benefit Inability of systems/Shared Services to achieve required benefits, HIGH Human Resources &
of shared services and processes and effectiveness Corporate Affairs
systems

12. 2117 | Ensure safety, improve quality Inability to deliver the full Performance and Service Delivery Targets: Inability to meet and EXTREME | Planning,

and test experience range performance and maintain external and internal performance targets (Commissioning Performance &

service delivery targets Plan Direction/Commissioning Plan/Service & Budget Agreement) due Informatics
to increased financial constraints within health and social care,
increased demand on services especially in red flag cancer and
urgent referrals, output from Independent Sector Providers and
impact of growth within unscheduled care pressures and other
programmes of care. This is resulting in increased delays in access to
certain services to investigation, diagnosis, and treatment and causes
increased risk of for patient/ service user clinical outcomes.
13. 2252 | Ensure safety, improve quality Inability to cope/meet the Information security across the HSC is of critical importance to HIGH Planning,

and test experience growing cyber threats delivery of care, protection of information assets and many related Performance &

business processes. If a Cyber incident should occur, without Informatics




No | ID Principal Objectives Title Description Risk Allocated EMT
Level Director
(Current)
14. | 2110 | Ensure safety, improve quality Inability to provide the GP There is a significant regional & national shortfall in the GP workforce. HIGH Nursing, Primary
and test experience manpower to run the Out of This has negatively impacted on the availability of GPs to work in the Care & Elderly
Hours (OOH) Service GPOOHSs service. During the last year the situation has increasingly
worsened & it is now a regular occurrence to have unfilled "critical”
shifts on the GPOOHSs rota, particularly to cover Red-eye shifts,
weekends & bank holiday periods. Lack of sufficient available GPs in
the OOH service is set against a context of increased patient demand.
In the last quarter (2016-17) there have been 2 occasions whereby
there was insufficient GPs to deliver services across the 3 designated
sites, resulting in contingency measures being initiated & available GP
resource & service delivery was consolidated to 2 sites. The situation
is not anticipated to improve in the short to medium term.
15. 2114 | Ensure safety, improve quality Inability to meet the threat of Risk of Healthcare-associated Infection including emerging multi- HIGH Nursing, Primary
and test experience current and emerging resistant microorganisms leading to prolonged length of stay, poor Care & Elderly
Healthcare Associated patient outcomes and negative public perception.
Infections
16. 2116 | Ensure safety, improve quality Inability to meet the growing Demand for Community Care Packages, especially Domiciliary Care HIGH Nursing, Primary

and test experience

demand for Community Care
packages

continues to grow due to demography which presents financial
pressures and concerns regarding capacity with Domiciliary Care
Provision to meet demand.

Care & Elderly

Note — ID2141 - Inability to meet the manpower requirements at Lakewood Regional Secure Care Centre was closed on 30/9/17




Appendix 2

Corporate Risk Register — Index of Datix Risk Management Reports as at 16 November 2017

Report Number

Summary

Points to note as at 16 November 2017

1 — Corporate Risk Register by Risk
Subtype and Risk Level (current)

This report details the number of corporate
risk issues broken down per risk subtype and
risk level (current).

2The number of items on the corporate risk register = 16

2 — Corporate Risk Register by Director
and Risk Level (current)

This report details the number of corporate
risk issues broken down by Director and risk
level (current).

The total number of items per Director = 16

3 — Corporate Risk Register by Principal
Objectives and Risk Level (current)

This report details the number of corporate
risk issues broken down by principal
objectives and risk level (current).

The total number of items per objective = 16

4 — Corporate Risk Register by Principal
Objectives — Status Report (open/closed):
narrative

This report details the principal objectives
broken down by the numbers open and/or
closed including summary information.

As at 16 November 2017, 16 corporate risk issues remain open.
There are a total of 58 action points per 16 corporate risk register pro
formas.

5 — Assurance Framework Report No.1 —
Corporate Risk Register by Principal
Objectives and Board Reports

This report provides a summary of the
corporate risk register broken down by
principal objectives and Board reports (ie,
positive assurance, gaps in controls and
gaps in assurance).

This report should be read in conjunction with report number 6 below.

6 — Assurance Framework Report No. 2
Corporate Risk Register by Principal
Objectives and Board Reports (Action
Plans)

This report provides a summary of the
corporate risk register broken down by
principal objectives and Board reports (ie,
action plans).

This report should be read in conjunction with report number 5 above.

2D 2141 was closed as at 30/9/17 but was still included in the 16 items as it was open for 6 months of year

10.



Corporate Risk Register by Risk Subtype and Risk Level (current)

As at 16 November 2017

HIGH LOW MOD EXTREM Total
Financial 0 0 0 1 1
Health & Safety 1 0 0 2 3
Patient Safety/Clinical 4 0 0 3 7
Service Continuity 3 0 0 0 3
Targets, Objectives & Service Provisions 2 0 0 0 2
Totals: 10 0 0 6 16°

%D 2141 was closed as at 30/9/17 but was still included in the 16 items as it was open for 6 months of year

1.



Corporate Risk Register by Director & Risk Level (current)

As at 16 November 2017

HIGH Low MOD EXTREM Total
Bria Mongan 0 0 0 2 2
Brendan Whittle 1 0 0 0 1
Myra Weir 2 0 0 1 3
Neil Guckian 0 0 0 2 2
Nicki Patterson 3 0 0 0 3
Roisin Coulter 1 0 0 1 2
Seamus McGoran 3 0 0 0 3
Totals: 10 0 0 6 16*

*ID 2141 was closed as at 30/9/17 but was still included in the 16 items as it was open for 6 months of year

12



Corporate Risk Register by Principal Objectives & Risk Level (current)

As at 16 November 2017

HIGH Low MOD EXTREM Total
Continue to improve 1 2
Ensure safety, improve quality and test experience 9 14
Totals: 10 16°

®|D 2141 was closed as at 30/9/17 but was still included in the 16 items as it was open for 6 months of year

13.



14.



Corporate Risk Register by Objectives - Status Report (Opened/Closed Items)
As at 16 November 2017

ID Principal objectives Title Description Risk level Opened Closed date
(current)

EMT Director: Adult Services & Prison Healthcare

2120 Ensure safety, improve quality and Inability to deliver seamless mental The location of acute mental health inpatient units on EXTREM 23/12/2015
test experience health acute in patient services on  separate sites is contributing to significant risks to
a single site consistent with best patients and staff as a result of the isolation of teams.
practice In addition, it is recognised best practice, in the

interests of safety and patient experience that
Psychiatric Intensive Care Units (PICUs) are
co-located with general mental health acute wards.
Currently, the Trust's PICU is a stand-alone unit on
the Downshire Hospital site, while the acute units are
located on the Ulster, Lagan Valley and Downe
Hospital sites. This means that on each site there are
no additional staff available to respond to a sudden
escalation in acuity and/or the occurrence of
incidents, phenomena that are frequently experienced
in these wards. This problem is compounded by the
absence of a dedicated Trust security presence on
three of the four sites where mental health wards are
currently located. Furthermore, it is also known that
there are significant difficulties with observation in
wards located on first floor accommodation (Ward 12,
Lagan Valley and Ward 27 Ulster Hospital). Such
risks include patients absconding, patients
self-harming, all levels of violence and patients and
smoking in unauthorised areas. An Independent
Review of Inpatient Associated Suicides published in
September 2014 emphasised shortcomings with the
current ward environments and highlighted concerns
about the clinical risks associated with transfers
between sites.

RQIA are now repeatedly reporting their concerns
about the standards of accommodation available
within SET's mental health inpatient infrastructure,
highlighting the risks associated with the
sub-standard environments and citing concerns about
the co-location of the Trust's PICU with a low secure
population.

2121 Ensure safety, improve quality and Inability to deliver safe and effective Significant challenges to provide safe and effective EXTREM 01/04/2009

-
on
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ID Principal objectives Title Description Risk level (curre Opened Closed date

test experience health care in a prison environment healthcare services within Northern Ireland's prisons
resulting in potential adverse publicity, litigation,
serious self-harm to, or death of, a patient.

Number of records for Adult Services & Prison Healthcare 2

EMT Director: Children's Services &Social Work

2141 Ensure safety, improve quality and  Inability to meet the manpower Inability to maintain/recruit sufficient staff at HIGH 17/05/2017 30/09/2017
test experience requirements at Lakewood Regional Lakewood Regional Secure Care Centre resulting in
Secure Care Centre a heavy reliance on agency staff. The fragility of the

service is such that business continuity measures are
being employed.

Number of records for Children's Services &Social Work 1

EMT Director: Finance & Estates

2130 Ensure safety, improve quality and Inability to ensure the quality of the Risk posed to the Trust due to the ageing estate, EXTREM 01/04/2008
test experience aged built environment and specifically:
associated infrastructure 1. Need to improve protection against the potential of

legionella (and other water-borne risks) outbreak at
Ulster Hospital and other sites.

2. Need to improve protection against the potential of
infection due to sewage leaks in the Ulster Hospital
caused by deteriorating foul drainage pipe work. This
pipe work, on several occasions, has fractured
causing spillage of raw sewage into the hospital. This
has the obvious risk of spreading infection. The
issues regarding the failure of infrastructure within the
main ward block at the Ulster Hospital may be
extended for a period of 3 to 4 years if a decision to
move beds from the Care of the Elderly (Functional
Suitability B standard) to MWB (Functional Suitability
Dx standard) is taken.

3. Risk occurring as a direct result of structural,
external enveloping and building services failure at
the Paediatric block and Paediatric theatres, Ulster
Hospital.

4. Failure of site heating services at both the Ulster
Hospital and Ards Hospital leading to compromised
patient care.

5. The ageing estate, particularly the Ulster Hospital,
also has significant risk of fire safety - both in fabric of
building and evacuation issues

6. Failure of infrastructure within drainage to remove

-_—
®
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ID Principal objectives Title Description Risk level (curre Opened Closed date
sewage from building resulting in failure to provide an
environment that is suitable for the processing of
sterile instruments (sewage pipes from all four floors
merge and run under the floor of CSSD before
leaving the building.
2140 Continue to improve Inability to meet the financial Management of savings and pressures to achieve EXTREM 01/04/2008
demands against competing break recurrent financial balance including securing
even responsibility recurrent revenue and capital resources in respect of
Phase B.
Number of records for Finance & Estates 2
EMT Director: Hospital Services
2111 Ensure safety, improve quality and Inability to provide safe and Inability to deliver safe and effective care for HIGH 01/04/2013
test experience effective emergency care at Ulster emergency patients at the Ulster Hospital as result of
Hospital increased emergency demand resulting in sub
optimal care for patients and clients.
2112 Ensure safety, improve quality and  Inability to sustain Midwifery led Inability to sustain Midwifery Led Units (MLUs) and HIGH 01/04/2013
test experience Units and Emergency Services at  Emergency Services in the Downe and Lagan Valley
the Down and Lagan Valley sites Hospital resulting in sub optimal care for patients and
clients
2113 Ensure safety, improve quality and Inability to meet the staffing Inability to staff hospital wards and other key hospital HIGH 01/11/2013
test experience required to operate effective out of departments at nights and at weekends with the
hours hospital services same level of staffing during day time hours Monday
to Friday, thus resulting in sub optimal care for
patients.
Number of records for Hospital Services 3
EMT Director: Human Resources & Corporate Affairs
2115 Ensure safety, improve quality and  Inability to provide a Inability to continue to provide a reliable fully HIGH 05/10/2015
test experience comprehensive laundry and linen functioning, operational laundry and linen service that
service remains fit for healthcare services and safe to our
patients, clients and staff; due to lack of capital
investment required to either relocate to a new on-site
facility or refurbish the existing aged facility and
equipment.
2118 Ensure safety, improve quality and Inability to deliver the required The inability to plan and deliver the required skilled EXTREM 01/04/2008
17
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ID Principal objectives Title

Description Risk level (curre

Opened Closed date

test experience qualified medical and nursing
workforce

2119 Continue to improve Inability to deliver the benefit of
shared services and systems

Number of records for Human Resources & Corporate Affairs

EMT Director: Planning, Performance & Informatics
2117 Ensure safety, improve quality and  Inability to deliver the full range

test experience performance and service delivery
targets

2252 Ensure safety, improve quality and  Inability to cope/meet the growing
test experience cyber threats

Nursing and Medical workforce now and in the future
due to the significant shortage of Band 5 nurses and
hard to fill medical posts, resulting in increased risk of
adverse events and/or sub optimal outcomes.

Inability of systems/Shared Services to achieve HIGH
required benefits, processes and effectiveness.

Performance and Service Delivery Targets: Inability EXTREM

to meet and maintain external and internal
performance targets (Commissioning Plan
Direction/Commissioning Plan/Service & Budget
Agreement) due to increased financial constraints
within health and social care, increased demand on
services especially in red flag cancer and urgent
referrals, output from Independent Sector Providers
and impact of growth within unscheduled care
pressures and other programmes of care. This is
resulting in increased delays in access to certain
services to investigation, diagnosis, and treatment
and causes increased risk of for patient/ service user
clinical outcomes.

Information security across the HSC is of critical HIGH

importance to delivery of care, protection of
information assets and many related business
processes. If a Cyberincident should occur, without
effective security and controls, HSC information,
systems and infrastructure may become unreliable,
not accessible when required (temporarily or
permanently), or compromised by unauthorised 3rd
parties including criminals.

This could result in unparalleled HSC-wide disruption
of services due to the lack of /unavailability of
systems that facilitate HSC services (eg
appointments, admissions to hospital, ED
attendances) or data contained within. The
significant business disruption could also lead to
increased waiting lists, delayed urgent clinical
interventions, suboptimal clinical outcomes and
potentially bring liabilities for the service.

It could also lead to unauthorised access to any of

03/06/2015

01/04/2008

13/06/2017

-
[
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ID Principal objectives Title

Description Risk level (curre

Opened Closed date

Number of records for Planning, Performance & Informatics

EMT Director: Nursing, Primary Care & Elderly

2110 Ensure safety, improve quality and Inability to provide the GP

test experience
(OOH) Service

2114 Ensure safety, improve quality and Inability to meet the threat of

test experience
Associated Infection

2116 Ensure safety, improve quality and  Inability to meet the growing

test experience
packages

Number of records for Nursing, Primary Care & Elderly

Total number of records 16

manpower to run the Out of Hours

current and emerging Healthcare

demand for Community Care

our systems or information (including clinical/ medical
systems) theft of information or finances, breach of
statutory obligations, substantial fines and significant
reputational damage.

There is a significant regional & national shortfall in HIGH

the GP workforce. This has negatively impacted on
the availability of GPs to work in the GPOOHs
service. During the last year the situation has
increasingly worsened & it is now a regular
occurrence to have unfilled "critical" shifts on the
GPOOHs rota, particularly to cover Red-eye shifts,
weekends & bank holiday periods. Lack of sufficient
available GPs in the OOH service is set against a
context of increased patient demand. In the last
quarter (2016-17) there have been 2 occasions
whereby there was insufficient GPs to deliver services
across the 3 designated sites, resulting in
contingency measures being initiated & available GP
resource & service delivery was consolidated to 2
sites. The situation is not anticipated to improve in the
short to medium term.

Risk of Healthcare-associated Infection including HIGH

emerging multi-resistant microorganisms leading to
prolonged length of stay, poor patient outcomes and
negative public perception.

Demand for Community Care Packages, especially HIGH

Domiciliary Care continues to grow due to
demography which presents financial pressures and
concerns regarding capacity with Domiciliary Care
Provision to meet demand.

01/04/2014

01/04/2008

01/04/2010

-_—
®
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SET Assurance Framework Report No. 1 - CRR: Principal Objectives and Board Reports

As at 16 November 2017

ID Principal Description Risk level Controls in place Positive Assurances Gaps in controls Gaps in assurance
objectives (current)

EMT Director: Adult Services & Prison Healthcare

2120 Ensure safety, The location of acute EXTREM - As per the Risk Overall, RQIA Inspections and The M.H. programme is Given the dispersed

improve quality
and test
experience

mental health inpatient
units on separate sites is
contributing to significant
risks to patients and staff
as a result of the isolation
of teams. In addition, it is
recognised best practice,
in the interests of safety
and patient experience
that Psychiatric Intensive
Care Units (PICUs) are
co-located with general
mental health acute
wards. Currently, the
Trust's PICU is a
stand-alone unit on the
Downshire Hospital site,
while the acute units are
located on the Ulster,
Lagan Valley and Downe
Hospital sites. This means
that on each site there are
no additional staff
available to respond to a
sudden escalation in
acuity and/or the
occurrence of incidents,
phenomena that are
frequently experienced in
these wards. This problem
is compounded by the
absence of a dedicated
Trust security presence on
three of the four sites
where mental health wards
are currently located.

Assessment Policy, all
patients receive a risk
screening assessment and
where risk has been
identified, a
comprehensive review of
the risk is completed by
the multidisciplinary team
and a management plan
developed to address any
risk identified.

- Each ward manager is
required, as a minimum, to
undertake a six monthly
environmental risk
assessment within their
service which is inclusive
of an anti-ligature
assessment of the
environment. This is
subject to on-going review
and environmental risk
assessments are updated
to reflect any change to
the risk status of the
environment.

- Policy on Observation &
Engagement. All patients
are subject to general
observation as a minimum
standard or an increased
level of observation where
this is an assessed
requirement as per
Observation &
Engagement Policy. In

reports have been positive.

continually reviewing
environment, systems and
therapeutic inputs to
ensure safety. This cannot
compensate however for
the lack of a single
purpose- built mental
health facility

nature of our inpatient
units at present the Trust
does not have the
capacity to prevent out of
area admissions. This
increases risk.
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ID Principal objecti Description Risk level ( Controls in place Positive Assurances Gaps in controls Gaps in assurance
Furthermore, it is also addition, staff undertake
known that there are half hourly checks to
significant difficulties with ascertain the whereabouts
observation in wards and wellbeing of all
located on first floor patients on the ward.
accommodation (Ward 12, - Policy on the
Lagan Valley and Ward 27 Management of Absence
Ulster Hospital). Such without Leave provides
risks include patients guidance for staff and
absconding, patients anti-absconding
self-harming, all levels of interventions have been
violence and patients and introduced.
smoking in unauthorised - Relevant lessons learnt
areas. An Independent from SAl reviews, Estates
Review of Inpatient & Facilities alerts and
Associated Suicides Learning Letters are
published in September implemented.
2014 emphasised - Smoking action plan
shortcomings with the introduced to reduce
current ward environments patients smoking in
and highlighted concerns unauthorised areas.
about the clinical risks - The provision of CCTV
associated with transfers coverage and two way
between sites. radios to enable staff
RQIA are now repeatedly communication from
reporting their concerns garden areas with wards
about the standards of - Increased security
accommodation available measures to the perimeter
within SET's mental health fencing across wards
inpatient infrastructure, including increased height
highlighting the risks and removal of potential
associated with the foot holds.
sub-standard
environments and citing
concerns about the
co-location of the Trust's
PICU with a low secure
population.

2121 Ensure safety, Significant challenges to EXTREM - Prison Healthcare Accountability Review (internal). Clinical Addictions Service Implementation of

improve quality
and test
experience

provide safe and effective
healthcare services within
Northern Ireland's prisons
resulting in potential
adverse publicity,

litigation, serious self-harm

Reform project on-going.
- Corporate oversight of
PHC reform.

- Rolling Recruitment and
retention programme.

- Revised Management

Balanced scorecard performance.
RQIA Unannounced visits ongoing.
Internal Audit - omitted meds.
Health Needs Analysis 2016/17.
Introduction of ISO procedures.
Appraisal monitoring system in

unable to provide full
service due to staffing
levels.

Primary Care posts not
permanently recruited.
Demand is exceeding

previous audit
recommendations/SAl and
external report
recommendations due to
demand outstripping
capacity.
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ID Principal objecti Description

Risk level (

Controls in place

Positive Assurances

Gaps in controls

Gaps in assurance

to, or death of, a patient.

Structure for Prison
Healthcare.

- Nursing Governance
arrangements to promote
key working, care planning
and accountability.

- NIPS/SET Strategic and
Operational Forum
meetings (includes
DHSSPS/HSCB).

- SET Prison Healthcare
Governance Plan.

- Weekly Senior
Managers' meetings
chaired by Assistant
Director.

- Internal Audit.

- Key Prison healthcare
performance indicators
agreed and monitored via
balanced scorecard.

- Prison healthcare staff
attendance at Safer
Custody programme.

- Trust policies and
procedures.

- Serious Adverse Incident
notification, investigation,
outcomes and action
planning.

- Action plans regarding
RQIA recommendations.
- In house GP provision
across three sites.

- In house psychiatry and
addiction services across
three sites.

- In house pharmacy
provision across three
sites.

- Mental health system
place for triage of urgent
referrals.

- Quality Improvement
initiatives developed
across all prison sites.

place.

Mandatory training system in place.

Budgetary work complete to
progress recruitment.
Accreditation-Investors in People.

capacity regarding
governance processes
e.g. completion of SAI
investigations/implementat
ion of audit
recommendations/SAl and
external report
recommendations.
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ID Principal objecti Description

Risk level (

Controls in place

Positive Assurances Gaps in controls

Gaps in assurance

Number of records for Adult Services & Prison Healthcare

EMT Director: Children's Services &Social Work
2141 Ensure safety, Inability to maintain/recruit

sufficient staff at
Lakewood Regional
Secure Care Centre
resulting in a heavy
reliance on agency staff.
The fragility of the service
is such that business
continuity measures are
being employed.

improve quality
and test
experience

HIGH

- Referrals of young

people via Trusts
Restriction of Liberty
Panels with additional
consultation from
Lakewood as to admission
criteria and placement
viability continues.

- Risk assessment and
Individualised Crisis
Management Plans
(ICMP's) are in place for
each young person
admitted to the homes.

- Close supervision of
young people throughout
24hr period; appropriate
activity planning and
outings. Operational
decision making within the
homes is being reviewed
and reinforced by the
Band 7 homes managers.
- Regular review of staffing
levels and risk by
Assistant Director,
Children & Young People's
Care Services.

- Pinpoint personal alarms
are worn by staff.

- Induction and training is
provided for staff
commensurate with their
role.

- Staff are trained in
Therapeutic Crisis
Intervention (TCI) to
de-escalate and manage
crisis episodes including
how to physically intervene

Phasing of new admissions to the None.

home and group impact
assessments

Individual Risk Assessments and
ICMP's for all young people
admitted to the home

Review / Updating of Risk
Assessments with support from
Health & Safety Advisor / Risk
Management

Weekly meeting chaired by
Assistant Director as outlined
above

Weekly report by Director of
Children's Services to HSCB

Daily review by Lakewood
Managers as to staff deployment
and risk issues.

Fortnight Lakewood Management
meetings with standing agenda
reviewing staffing
levels/deployment; staff sickness;
supports; and risk issues.
Escalation of issues through line
management to Director of
Children's Services as required.
Monthly monitoring of the homes
the homes statutory functioning and
performance undertaken by
Independent monitoring officers
and reports compiled and circulated
as per policy to RQIA etc.

RQIA unannounced inspections
Regular visits (weekly) by NIACRO
Independent representation
scheme and VOYPIC advocacy
service for young people

Visits undertaken by Non-Executive
Trust Board Members

Corporate Parenting and DSF

None.
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ID Principal objecti Description

Risk level (

Controls in place

Positive Assurances

Gaps in controls

Gaps in assurance

if this is required with
young people; and the
confinement policy is also
adhered to if this
intervention strategy is
required.

- Monthly 1:1 professional
supervision is provided.

- Keyworkers for each
young person also avail of
monthly 1:1 therapeutic
case supervision with
Lakewood's Therapeutic
Support Service (Clinical
Psychologist).

- Weekly team meetings
are scheduled for staff.

- Staff on sick leave have
been referred to
Occupational Health
Services and can avail of
Carecall services.

- Staff on sick leave have
attended 1:1 meetings
with their manger and a
HR representative to
ascertain their availability
for work in the coming
weeks. Where relevant
re-deployment options are
being considered.

- Recruitment to their
vacant posts continues
and a specific residential
advertisement has been
progressed via HSC
Recruit. This closes on
19th May 2017.

- Weekly contingency
planning meeting with
Assistant Director includes
Lakewood Management,
HR rep and Finance team
to ensure associated
financial planning and
work force planning needs

reports completed Bi-annually
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ID Principal objecti Description Risk level ( Controls in place Positive Assurances Gaps in controls Gaps in assurance

are being met. Thereis a
weekly report to the HSCB
and DoH to ensure the
risks associated with
meeting the service
continuity are being
mitigated against from an
internal and external
perspective.

- A weekly status and
progress report is being
provided directly to the
HSCB by the Director of
Children's Services to
ensure the appropriate
level of safeguarding and
oversight of the service at
this time.

- A number of meetings
have been held with staff
side (Unison and Nipsa) to
outline the measures
being taken by the Trust.
Ongoing discussions
continue and whilst a
ballot for industrial action
was taken by Nipsa there
has been no indication of
progression to strike
action at this time.

- A number of additional
continuity planning
measures/actions has
been completed in full
consultation and with the
agreement of the HSCB
and placing Trusts.

Number of records for Children's Services &Social Work 1

EMT Director: Finance & Estates

2130 Ensure safety, Risk posed to the Trust EXTREM - Statutory Inspections. Accountability Review (internal). None identified. None identified.
improve quality due to the ageing estate, - Preventative Accountability Review (external).
and test specifically: maintenance programmes. Control Assurance Standard.
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Principal objecti

Description Risk level (

Controls in place

Positive Assurances Gaps in controls

Gaps in assurance

experience

1. Need to improve
protection against the
potential of legionella (and
other water-borne risks)
outbreak at Ulster Hospital
and other sites.

2. Need to improve
protection against the
potential of infection due
to sewage leaks in the
Ulster Hospital caused by
deteriorating foul drainage
pipe work. This pipe work,
on several occasions, has
fractured causing spillage
of raw sewage into the
hospital. This has the
obvious risk of spreading
infection. The issues
regarding the failure of
infrastructure within the
main ward block at the
Ulster Hospital may be
extended for a period of 3
to 4 years if a decision to
move beds from the Care
of the Elderly (Functional
Suitability B standard) to
MWB (Functional
Suitability Dx standard) is
taken.

3. Risk occurring as a
direct result of structural,
external enveloping and
building services failure at
the Paediatric block and
Paediatric theatres, Ulster
Hospital.

4. Failure of site heating
services at both the Ulster
Hospital and Ards Hospital
leading to compromised
patient care.

5. The ageing estate,
particularly the Ulster
Hospital, also has

- Compliance with Controls
Assurance Standards.

- Compliance with relevant
guidance with regard to
Legionella - HTM 04 and
HSE Guidance Document
L8.

- Estates attendance at
the Trust's Water Safety
Group.

- Development of the
Water Safety Plan.

- Use of "Zetasafe"
software for the
management of water
safety.

- CERI Davis
Scores/Reports.

- Permits to work/safe
systems of work.

- Remedial work
undertaken at the Ulster
and Ards hospitals over
the last 5 years.

- Continuing bids to the
Department for energy
funding for upgrading to
the heating systems.

- Barricading off spillage
areas prior to repair.

- Internal pipe work
examinations.

- Internal pipe work
cleaning (limited due to
risk of further fracturing
pipe work).

- Encasement/sealing of
fractured pipe work.

- Estates building
appraisal reports.

- Health Technical
Memorandum (HTM)
Guidance.

- Relevant Legislation.

- Fire risk assessments,
training and existing fire

Statement of Internal Control.
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ID Principal objecti Description

Controls in place Positive Assurances

Gaps in controls Gaps in assurance

significant risk of fire
safety - both in fabric of
building and evacuation
issues

6. Failure of infrastructure
within drainage to remove
sewage from building
resulting in failure to
provide an environment
that is suitable for the
processing of sterile
instruments (sewage pipes
from all four floors merge
and run under the floor of
CSSD before leaving the
building.

2140 Continue to

improve and pressures to achieve
recurrent financial balance
including securing
recurrent revenue and
capital resources in
respect of Phase B.

Management of savings

safety measures.

- Authorising Engineer
Audits.

- Ventilation Upgrades.

- Specific contingency
plans are in place to deal
with incidents due to
issues associated with the
manhole cover based in
CSSD.

- Budgetary Control

System in place - online
drill down access
available.

- Corporate Score Card
introduced.

- Key Financial Adviser for
each Senior Budget
Holder.

- Clear Lines of
Accountability between
Directors and Assistant
Directors for budgetary
management.

- Standing Financial
Instructions approved by
Trust Board.

- Internal/External Audit
Reports.

- SET Finance and Audit
Committees in operation
with regular reports to
Trust Board.

- Monthly Finance Board
Reports /monitoring
returns to HSCB.

- Project Management
Arrangements for
identified savings plans.

Trust Financial Reports.

Performance management reports.

Continued close scrutiny None identified.

and monitoring of
expenditure reports by
Directors.

Earlier identification of
potential shortfalls in
deliverability of savings
plans.

Earlier agreement with
HSCB around savings
plans/funding available.
Uncertainty re HSCB role
in agreement of plans.
Timeliness of agreement
of TDPS.
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ID Principal objecti Description

Risk level (

Controls in place Positive Assurances

Gaps in controls

Gaps in assurance

- No new services
developed without funding
as per Departmental
Circular.

- Cost Pressure Monitoring
/ income budget reports /
early highlighting of
pressures.

- Board Policy on New
Drugs/Treatment
Regimes.

- Monthly financial
Accountability Reviews
with Directors and
Assistant Directors.

- Monthly financial
performance packs.

- Financial management
review of all recruitment
prior to approval.

- Clear agreement of
forecast with operational
senior team.

- SOCs, OBCs, PPEs.

- Highlighting financial
implications of OBCs.

- Dept & Commissioner
approval of OBCs prior to
implementation.

- Regular submission of
RCCE (revenue
consequences of capital
expenditure) to both HSCB
& DHSSPS.

- Agreeing funding with
commissioners at an early
stage.

- Regular meetings with
Dept (Strategic Investment
Group).

- Regular monthly financial
review / monitoring /
implementing associated
actions.

- Implement BDL
procedures / business
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ID Principal objecti Description Risk level (

Controls in place

Positive Assurances

Gaps in controls

Gaps in assurance

Number of records for Finance & Estates

EMT Director: Hospital Services
2111 Ensure safety, Inability to deliver safe and HIGH

effective care for
emergency patients at the
Ulster Hospital as result of
increased emergency
demand resulting in sub
optimal care for patients
and clients.

improve quality
and test
experience

case templates / new BDL
database.

- Gateway reviews,
Internal Peer Review.

- Specific Group for Ulster
Phase B RCCE, including
Commissioner
engagement.

- Clear direction from Trust

Board and EMT regarding
future service direction.

- Project management
arrangements in place to
deliver changes required.
- Clear accountability via
the Director of Hospital
Services, Medical Director,
Assistant Directors &
Clinical Directors.

- Strategic direction in line
with regional strategies
including Delivering
Together.

- Governance structures in
place across the Trust to
provide quality assurance.
- Clinical profiles in line
with national guidance and
guidance from the Royal
Colleges.

- Enhanced staffing and
capacity in place to deal
with increased demand.

- Continuous improvement
methodology supporting
patient flow.

- More robust operational
arrangements in place to
support greater
productivity and timely

Royal Colleges.
External Audit.

Accountability Reviews.

Patient Stories.
Patient Surveys.

None identified.

Capacity not keeping up
with demand.
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ID Principal objecti

Description

Risk level (

Controls in place

Positive Assurances

Gaps in controls Gaps in assurance

2112 Ensure safety,

improve quality
and test
experience

2113 Ensure safety,

improve quality
and test
experience

Inability to sustain

Midwifery Led Units
(MLUs) and Emergency
Services in the Downe and
Lagan Valley Hospital
resulting in sub optimal
care for patients and
clients

Inability to staff hospital

wards and other key
hospital departments at
nights and at weekends
with the same level of

HIGH

HIGH

patient management and
discharge.

- Implementation of
escalation plans.

- Ambulance divert plans.
- Full capacity protocol in
place and instigated, as
and when required.

- Clear direction from Trust

Board and EMT regarding
future service direction

- Project management
arrangements in place to
deliver changes required

- Clear accountability via
the Director of Hospital
Services, Medical Director,
Assistant Directors &
Clinical Directors

- Strategic direction in line
with regional strategies
including regional
Maternity Strategy

- Governance structures in
place across the Trust to
provide quality assurance
- Clinical profiles in line
with national guidance and
guidance from the Royal
Colleges

- Reduced opening times
in Downe and Lagan
Valley EDs have helped to
reduce the risk of
unplanned closure.

- Recruitment of ENPs has
supported access to
urgent care at weekends.

- Clear commitment from

the Trust towards
improving safety, quality
and experience

- Clear accountability via

Royal Colleges.

External Audit.
Accountability Reviews.
CHKS.

Mortality Rates.

Royal Colleges.

Internal Audit.

External audit and particularly
RQIA.

Accountability reviews.

Capacity not keeping up None identified.

with demand.
Implementing the Full
Capacity Protocol.

Need to gain commitment Indications from HSCB in

from HSCB to agree a
development plan to
address deficiencies at
nights and at weekends.

respect of further
investment in 2015/16
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Principal objecti

Description

Risk level (

Controls in place

Positive Assurances

Gaps in controls

Gaps in assurance

staffing during day time
hours Monday to Friday,
thus resulting in sub
optimal care for patients.

Number of records for Hospital Services

EMT Director: Human Resources & Corporate Affairs

2115

Ensure safety,

improve quality
and test
experience

Inability to continue to

provide a reliable fully
functioning, operational
laundry and linen service
that remains fit for
healthcare services and
safe to our patients, clients
and staff; due to lack of
capital investment
required to either relocate
to a new on-site facility or
refurbish the existing aged
facility and equipment.

HIGH

the Director of Hospital
Services, Medical Director,
Director of Nursing,
Assistant Directors and
Clinical Directors

- Governance structures in
place across the Trust to
provide quality assurance
- Action Plan arising from
RQIA assessment of Trust
Hospitals at nights and
weekends

- Trust has raised this
issue with HSCB so that a
development plan can be
agreed to address this risk
over the coming years

- Progress being made in
respect of a range of
services including
Obstetrics, Emergency
Medicines and Allied
Health Professionals

- Indications from HSCB in
respect of further
investment for weekend
working in 2015/16

- New feeder for sheets

replaced, the feeder had
problems connecting with
the older ironer. Useful
information of we are
intending moving older
machinery to new laundry.
- Parts either
manufactured or taken
from old kit (where
possible) if replacement
parts are no longer
commercially available.

CHKS data.

External Accreditation BSI
2000/2008.

Replacement Laundry still
to be built.

EMT Briefing Paper.

Accountability Review
Meetings.
Budgetary Performance.
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ID Principal objecti Description

Risk level (

Controls in place Positive Assurances

Gaps in controls

Gaps in assurance

2118 Ensure safety, The inability to plan and

EXTREM

- Minor Capital released
through CRL to replace
existing machinery when
there is no other
economically viable
option.

- Staff rotated through the
laundry department and
have regular breaks to
ensure they are not
exposed to high
temperature duties for
prolonged periods of time;
as a consequence of old
premises with lack of
adequate ventilation.

- Retain a large stock of
bedding to ensure the SET
remains responsive to
more frequent major
machinery breakdowns.

- Increase linen stocks on
all Wards and
Departments to ensure
continuous patient activity
through major breakdowns
where additional time is
required to correct the
problems created by the
older machinery.

- Stock of disposable
scrub suits is retained for
foreseeable business
continuity purposes.
Additional management
and supervision required
when machinery frequently
breaks down to prioritise
workload.

- Business Case submitted
and approved for new
purpose built laundry
on-site as part of phase B
redevelopment.

- DOH Workforce Strategy DoH.

Lack of systematic

None identified.
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Principal objecti

Description

Risk level (

Controls in place Positive Assurances

Gaps in controls

Gaps in assurance

improve quality
and test
experience

deliver the required skilled
Nursing and Medical
workforce now and in the
future due to the
significant shortage of
Band 5 nurses and hard to
fill medical posts, resulting
in increased risk of
adverse events and/or sub
optimal outcomes.

- Professional Guidance -  Royal Colleges.
Telford, Royal College, NI~ SSI.
Delivering Care (N&M) NMC.

- Delivering Care: Nurse NISCC.
Staffing in Northern HQS.
Ireland

- Temporary Staff

Contracts

- Professional Director
Advisory Role

- Managerial Controls -
VFM Studies

- Use of Bank/Agency
Staff

- Recruitment and
Retention Strategy

- Regional Strategic and
Implementation Groups
established to consider
WFP implications from
TYC and other reform
initiatives

- Safety Standards

- Periodic reports on staff
turnover/stability

- Assessment of
recruitment difficulties

- Ability to reallocate staff
across units

- Absence control

- Locum/Temp staff
recruitment contracts

- Trust workforce control
measures

- Balanced Scorecard
systems

- Trust Workforce Reform
Group

- OWD Steering Group

- Internal Monitoring

- Health and Wellbeing
Strategy

- Resilience Training

- Stress Policy

- Internal Move Policy

- International Recruitment

workforce planning.
Provision of information on
staffing levels.
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Description Risk level (

Controls in place

Positive Assurances

Gaps in controls

Gaps in assurance

2119

Continue to
improve

Inability of HIGH

systems/Shared Services
to achieve required
benefits, processes and
effectiveness.

Number of records for Human Resources & Corporate Affairs

EMT Director: Planning, Performance & Informatics

2117

Ensure safety,

improve quality
and test
experience

Performance and Service EXTREM

Delivery Targets: Inability
to meet and maintain
external and internal
performance targets
(Commissioning Plan
Direction/Commissioning
Plan/Service & Budget
Agreement) due to
increased financial
constraints within health
and social care, increased
demand on services
especially in red flag
cancer and urgent
referrals, output from
Independent Sector
Providers and impact of
growth within unscheduled
care pressures and other
programmes of care. This
is resulting in increased
delays in access to certain
services to investigation,

Project Group

- Single Employer Project
Group

- eLocum System

Regional BSTP

Implementation Board and
Project Board in place.
Trust BSTP Benefits
Realisation Group in
place.

Service Level Agreement
will be in place for those
functions which have now
transferred to Shared
Services.

- Performance

Management Framework
in place.

- Daily / Weekly / Monthly
Monitoring.

- Director level
Performance Monitoring &
Improvement meetings,
and Action Logs.

- Prison Scorecard.

- Corporate Scorecard
reported monthly to Trust
Board.

- PMSID / HSCB
Monitoring Reviews.

- Engagement with
Commissioners -
performance activity and
how the Trust manages
risks in performance are
regularly shared with the
Commissioner. Where
possible, solutions are
identified and

Regional BSForum.

Regional BSI Network.

Trust BSTP Benefits Reaslisation
Board.

Internal Audit.

External Audit.

Accountability Reviews.

Strategic EMT.

Monthly performance review
meetings.

HSCB Performance/Monitoring
Reports.

Performance against Ministerial
priorities.

Corporate and Directorate
Scorecards.

Trust Delivery Plan.

Information and Coding Audits.
Internal Audit, Performance
management.

Performance against EFQM
standard.

Internal process audits
(1SO9001/14001).
National/international accreditations
(ISO and other standards).
Contract compliance processes.

None identified.

Need to gain commitment

from HSCB to agree a
development plan to
address demand /
capacity gap for range of
specialities as capacity not
keeping up with demand.
Continuous need to review
and refind data quality.
Review and update
reporting of performance
to Trust Board.

Need to review, improve
and streamline processes
associated with the
Procare system and
Domiciliary Care
contracts.

Trust will have greater role
in the assessment of local
need / commissioning
priorities.

Regional reform impact on
local reform.

None identified.

Ability to deliver on

Minister's Vision in absenc
eof political systems and
full budget.

Indications from HSCB in
respect of further
investment in 2017/18.
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Description

Risk level (

Controls in place Positive Assurances

Gaps in controls

Gaps in assurance

2252

Ensure safety,

diagnosis, and treatment
and causes increased risk
of for patient/ service user
clinical outcomes.

Information security

HIGH

implemented as funding
made available/ new
models supported.

- Accountability Reviews
(Chief Executive and
DHSSPS).

- Mortality reporting.

- Coding audits and
monitoring.

- Qlikview monitoring of
Elective SBA.

- Independent Sector
performance monitoring
arrangements including
director/ EMT oversight
established.

- Weekly discrepancy
monitoring reporting
arrangements in place for
Domiciliary care (Procare)
and action plan.

- Investment proposals
now developed with
activity information.

- Waiting list Internal Audit
recommendations.

- Reform governance
structure and reporting
timeframe.

- Reform portfolio.

- Clear links between
Corporate Plan, Reform
and Qll Strategy.

- Quality Improvement and
Innovation approach
adopted which includes
Continuous Improvement,
and roll-out of ISO9001
quality management
standard.

- EFQM adopted as
Quality Framework.

Technical Infrastructure HSCNI Cyber Security

External and political
influences on ability to
reform.

Insufficient corporate

Regular reporting to

recognition and ownership internal committees, EMT
of cyber security threat as  and Trust Board
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ID Principal objecti Description Controls in place Positive Assurances Gaps in controls Gaps in assurance
experience delivery of care, protection - HSC security software (08/05/17) a service delivery risk Regular internal and

of information assets and (threat detection, antivirus, Technical Risk Assessment / Insufficient User external reporting of
many related business email & web filtering) Penetration Test Reports Awareness of impact of assurance
processes. If a Cyber - Server/ Client Patching  Trust Assurance Reporting: personal behaviours in
incident should occur, - 3rd party Secure IGB & ICT Steering Groups, Risk relation to cyber threat
without effective security Remote Access Register Review Group Full extent of gaps are not
and controls, HSC - Data & System Backups Directorate Scorecards - understood at this point -
information, systems and Policy, Process Performance Reporting on gap analysis required to
infrastructure may become - Regional and Local Mandatory Compliance capture true extent of
unreliable, not accessible ICT/Information Security vulnerabilities
when required (temporarily Policies
or permanently), or - Data Protection Policy
compromised by - Change Control
unauthorised 3rd parties Processes
including criminals. - User Account
This could result in Management processes
unparalleled HSC-wide - Disaster Recovery Plans
disruption of services due - Emergency Planning &
to the lack of Service/Business
/unavailability of systems Continuity Plans
that facilitate HSC - Corporate Risk
services (eg Management Framework,
appointments, admissions Processes & Monitoring
to hospital, ED - Regional & Local
attendances) or data Incident Management &
contained within. The Reporting Policies &
significant business Procedures
disruption could also lead User Behaviours -
to increased waiting lists, influenced through:
delayed urgent clinical - Induction Policy
interventions, suboptimal - Mandatory Training
clinical outcomes and Policies
potentially bring liabilities - HR Disciplinary Policy
for the service. - Contract of Employment
It could also lead to 3rd party Contracts / Data
unauthorised access to Access Agreements
any of our systems or
information (including
clinical/ medical systems)
theft of information or
finances, breach of
statutory obligations,
substantial fines and
significant reputational
damage.
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ID Principal objecti

Description

Risk level (

Controls in place Positive Assurances

Gaps in controls Gaps in assurance

Number of records for Planning, Performance & Informatics

EMT Director: Nursing, Primary Care & Elderly

2110 Ensure safety,

improve quality
and test
experience

There is a significant

regional & national
shortfall in the GP
workforce. This has
negatively impacted on the
availability of GPs to work
in the GPOOHs service.
During the last year the
situation has increasingly
worsened & it is now a
regular occurrence to have
unfilled "critical" shifts on
the GPOOHs rota,
particularly to cover
Red-eye shifts, weekends
& bank holiday periods.
Lack of sufficient available
GPs in the OOH service is
set against a context of
increased patient demand.
In the last quarter
(2016-17) there have been
2 occasions whereby there
was insufficient GPs to
deliver services across the
3 designated sites,
resulting in contingency
measures being initiated &
available GP resource &
service delivery was
consolidated to 2 sites.
The situation is not
anticipated to improve in
the short to medium term.

HIGH

- Working with the HSCB

to develop professional
skill-mix with a view to
reducing dependence on
GP clinical staff where
appropriate and providing
a more balanced and
sustainable workforce in
the medium to long term
(i.e. Nurse Practitioner
"See & Treat" service,
Nurse Triage).

- Monitoring the rota &
raising alerts to GP
workforce where gaps
exist

- Contingency measures
protocol developed to
ensure all patients calling
the OOHs services will
continue to receive
telephone advice and
offered an appointment at
an alternative base or a
home visit, as deemed
clinically appropriate,

- Flexible shift patterns to
suit individual
circumstances to appeal to
wider workforce

- Open GP recruitment

- Regional review of
GPOOHSs payment rates
on-going

- Increased numbers for
GP training places
(however this will have a
lead in time)

- Local incentive schemes
developed specifically to
target difficult to fill shifts

Working with commissioner to

address deficit in GP staffing within
OOHs services.

Continuous monitoring of rota by
senior manager, admin staff &
medical managers.

Appeals (multi media).

On-going text alerts.

Manager's appeals.

Monitoring vacant shift
percentages.

Open recruitment.

Reliance on GP None identified.

Workforce.

Several variables which
we try to influence but
cannot control, eg,
working preferences.
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ID Principal objecti Description

Risk level (

Controls in place Positive Assurances

Gaps in controls

Gaps in assurance

Risk of

Healthcare-associated
Infection including
emerging multi-resistant
microorganisms leading to
prolonged length of stay,
poor patient outcomes and
negative public perception.

2114 Ensure safety,

improve quality
and test
experience

HIGH

- In times of pressure
(staffing / demand) there is
cross site triaging i.e. one
OOHs centre managing
cases for another.

- Harris text alert systems
and telephone follow up by
Managers to encourage
doctors to take up unfilled
shifts.

- Medical Managers
providing additional cover
in extreme situations
however this is not
sustainable.

- Infection Prevention &
Control Service Delivery

persons to support the
Infection Control Team.
- Antimicrobial
Management

Committee).

- Post- infection review of

and MSSA blood stream
infections and shared
learning.

-SETIPC
Policies/Guidelines/
Internet access to the
Northern Ireland Regional
Infection Control Manual.
- HCAI Steering Group.

- Infection Prevention &
Control Committee (IPCC). Guidelines.
- IPCC representation on
Capital Development and
involvement in Estate
Services led renovations.
- Employee immunisation
occupational health
service.

- IPC team.

share learning.

and shared learning.

Accreditation.

SET Infection Prevention and

Control Committee (IPCC).

Plan. SET HCAI Steering Group.

- Clinical coordinators /link  SET IPC Strategy (progress reports
to IPCC and Safety & Quality

Alert Surveillance systems in place
(includes MRSA Bacteraemia and
guidelines/monitoring plan. Clostridium difficile infection
reporting to the Health Protection
C. difficle infections MRSA Agency (HPA) web Directorates
and to Trust Board monthly.
Monitoring of HCAI/IPC in
Directorate Performance
Management plans and feedback to

Restricted antibiotic surveillance
and monitoring system in place
(Antimicrobial Management team.
MRSA Screening regional
recommendations reflected in Trust

Root Cause Analysis of C.difficile
and MRSA bacteraemia via the
Trusts incident reporting systems

Laboratory has attained CPA

Consultant Medical Microbiologists
and a Speciality Doctor in

The fabric of some of the

Trust Estate continues to
pose problems for
ensuring infection
prevention and control and
environmental cleanliness.
On-going sewage leaks.
Adequate isolation
facilities are not available
in all areas (side room
capacity has in part be
resolved for some acute
care areas.

Performance Management
Dashboard system needs
to be further developed
Trust wide.

The current Manual
Surveillance system used
by the Infection Prevention
& Control Team is no
longer fit for purpose. This
work is being resourced
and taken forward
regionally.

Continued staffing
pressures may prevent
on-going release of staff
for mandatory infection
control training/update

An efficient collection &

interpretation of IPC and
antimicrobial data system
to allow comprehensive
analysis of data.

Inability of NI-ECR to flag
"alert" organism history on
patient records.

No efficient regional
electronic alert organism
surveillance system in
place.
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ID Principal objecti Description Risk level ( Controls in place Positive Assurances Gaps in controls Gaps in assurance
- SET IPC Strategy Microbiology, IPC team & and attendance at relevant
2015-2018 (key elements  Antimicrobial Pharmacists. meetings as appropriate.
being agreed and actioned RQIA unannounced inspections Unable to reduce reliance
by the IPCC annually). and Trust action reports. on additional beds during
- Education, training and Patient Flow Policy and bed pressure periods.
audit /Improvement Outbreak/Escalation Plan.
programme with Programme to identify trends in
participation and feedback DDD (defined Daily Dose) of High
for frontline staff. Risk Antimicrobials and total
- Infection Prevention and  antimicrobial consumption in place
Control input into all with feedback to front line staff.
ongoing capital Roll out of eWhiteboards on acute
works/renovations. wards to assist in identification and
- IPC input into all relevant management of patients with
committees. infection or colonised with resistant
- Escalation/Outbreak plan organisms.
and other specific
emergency plans for
example, Ebola, and
Influenza.

- Water Safety Plan and
Committee.

- Development of
eWhiteboards in acute
wards to flag patients with
infection or colonised with
resistant organisms.

- Implementation of a
regional IPC risk
assessment tool to help
communicate/alert staff to
patients colonised/infected
with alert organisms
across healthcare settings.

2116 Ensure safety, Demand for Community HIGH - Regular Community Care Performance and Improvement None identified. None identified.

improve quality
and test
experience

Care Packages, especially
Domiciliary Care continues
to grow due to
demography which
presents financial
pressures and concerns
regarding capacity with
Domiciliary Care Provision
to meet demand.

Forum chaired by Director
of Finance.

- Robust financial
information provided by
Divisional Accountant on
monthly basis.

- Weekly Finance
Allocation Meetings.

- Robust application of
Regional Access Criteria

Meeting (Monthly).

Accountability Review (Internal).
Community Care Forum.

Finance Focus Group meetings.
Waiting List Meetings (Weekly) viz
a viz Budget.
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ID Principal objecti

Description

Risk level (

Controls in place Positive Assurances

Gaps in controls

Gaps in assurance

Number of records for Nursing, Primary Care & Elderly

Total number of records

16

for Domiciliary Care.

- Regular review of
Waiting List Information.

- Establishment of Single
Domiciliary Care Referral
Hub to source domiciliary
care packages.

- Monitor number of
domiciliary care packages
not sourced.

- Expand in house
domiciliary care workforce.
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SET Assurance Framework Report No. 2 - CRR: Principal Objectives and Board Reports (Action Plans)
As at 16 November 2017

ID Principal
objectives

Description

Risk level
(current)

Synopsis (Action Plan)

Done date Closed date

(Action Plan)

Progress (Action Plan)

EMT Director: Adult Services & Prison Healthcare
2120 Ensure safety, The location of acute mental

improve quality health inpatient units on

and test separate sites is contributing to

experience significant risks to patients and
staff as a result of the isolation
of teams. In addition, it is
recognised best practice, in the
interests of safety and patient
experience that Psychiatric
Intensive Care Units (PICUs)
are co-located with general
mental health acute wards.
Currently, the Trust's PICU is a
stand-alone unit on the
Downshire Hospital site, while
the acute units are located on
the Ulster, Lagan Valley and
Downe Hospital sites. This
means that on each site there
are no additional staff available
to respond to a sudden
escalation in acuity and/or the
occurrence of incidents,
phenomena that are frequently
experienced in these wards.
This problem is compounded by
the absence of a dedicated
Trust security presence on
three of the four sites where
mental health wards are
currently located. Furthermore,
it is also known that there are

EXTREM

Present a paper outlining

interim options to enable a
reduction in mental health
inpatient sites.

Any options must remain
consistent with the key
principles of improved safety,
security and service quality, to
enable the relocation of the two
wards currently located on first
floor accommodation.

Update 1 - 30/06/17 - A meeting

has been convened to scope
interim options on the 4th July.
Update 2 - 30/09/17 - Recent
incidents further underline the
importance of scoping the
options available to
accommodate some level of
interim arrangement that will
support a limited form of
co-location of wards in ground
floor facilities.
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ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

significant difficulties with
observation in wards located on
first floor accommodation (Ward
12, Lagan Valley and Ward 27
Ulster Hospital). Such risks
include patients absconding,
patients self-harming, all levels
of violence and patients and
smoking in unauthorised areas.
An Independent Review of
Inpatient Associated Suicides
published in September 2014
emphasised shortcomings with
the current ward environments
and highlighted concerns about
the clinical risks associated with
transfers between sites.

RQIA are now repeatedly
reporting their concerns about
the standards of
accommodation available within
SET's mental health inpatient
infrastructure, highlighting the
risks associated with the
sub-standard environments and
citing concerns about the
co-location of the Trust's PICU
with a low secure population.

Number of records for Adult Services & Prison Healthcare

EMT Director:

2120 Ensure safety,
improve quality
and test
experience

The location of acute mental EXTREM

health inpatient units on
separate sites is contributing to
significant risks to patients and
staff as a result of the isolation
of teams. In addition, it is
recognised best practice, in the

To update and resubmit the

Business Case for a single
Mental Health Inpatient Service,
highlighting the range of risks
that have become more
apparent since the Business
Case was initially submitted in

Update 1 - 30/06/17 - The OBC

has been submitted to the
HSCB and DoH and has also
been discussed at a recent
Strategic Investment Group
meeting.

Update 2 - 30/09/17 - The DoH
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ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan) Done date (Act Closed date

interests of safety and patient
experience that Psychiatric
Intensive Care Units (PICUs)
are co-located with general
mental health acute wards.
Currently, the Trust's PICU is a
stand-alone unit on the
Downshire Hospital site, while
the acute units are located on
the Ulster, Lagan Valley and
Downe Hospital sites. This
means that on each site there
are no additional staff available
to respond to a sudden
escalation in acuity and/or the
occurrence of incidents,
phenomena that are frequently
experienced in these wards.
This problem is compounded by
the absence of a dedicated
Trust security presence on
three of the four sites where
mental health wards are
currently located. Furthermore,
it is also known that there are
significant difficulties with
observation in wards located on
first floor accommodation (Ward
12, Lagan Valley and Ward 27
Ulster Hospital). Such risks
include patients absconding,
patients self-harming, all levels
of violence and patients and
smoking in unauthorised areas.
An Independent Review of
Inpatient Associated Suicides
published in September 2014
emphasised shortcomings with
the current ward environments
and highlighted concerns about

2012.

have now responded to the
submitted OBC with a series of
questions seeking clarification
on a number of points. The
Trust are currently drafting
responses to these questions.
RQIA have conducted further
inspections of SET MH Inpatient
wards and reiterated their
concerns about the
inadequacies associated with
wards' physical environments
and, because they are
co-located, the model of care in
PICU and Low Secure.
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ID

Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

Number of records for

the clinical risks associated with
transfers between sites.

RQIA are now repeatedly
reporting their concerns about
the standards of
accommodation available within
SET's mental health inpatient
infrastructure, highlighting the
risks associated with the
sub-standard environments and
citing concerns about the
co-location of the Trust's PICU
with a low secure population.

EMT Director: Adult Services & Prison Healthcare

2121

Ensure safety,

Significant challenges to EXTREM

improve quality provide safe and effective

and test
experience

healthcare services within
Northern Ireland's prisons
resulting in potential adverse
publicity, litigation, serious
self-harm to, or death of, a
patient.

Number of records for Adult Services & Prison Healthcare

Continue to implement Prison
Healthcare Reform project.

EMT Director:
2121 Ensure safety, Significant challenges to

improve quality provide safe and effective

EXTREM

Rolling Recruitment drive to fill

Update 1 - 30/06/17 - Joint

Training with NIPS.

Embedding of Start360 within
Mental Health Team and ensure
all monitoring is via South
Eastern Trust only.

Update 2 - 30/09/17 -
SQE/Quality Improvement
further embedded in practice,
as follows:

- Centralised GP clinics.

- Review of patient medications.
- SQE training and project
implementation.

- Committal Project.

Update 1 - 30/06/17 - Currently

vacant staff posts in all relevant interviewing B5 and B6 posts.
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ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

healthcare services within
Northern Ireland'’s prisons
resulting in potential adverse
publicity, litigation, serious
self-harm to, or death of, a
patient.

and test
experience

2121 Ensure safety, Significant challenges to EXTREM
improve quality provide safe and effective
and test healthcare services within
experience Northern Ireland's prisons
resulting in potential adverse
publicity, litigation, serious
self-harm to, or death of, a
patient.
2121 Ensure safety, Significant challenges to EXTREM

improve quality provide safe and effective
and test healthcare services within

service areas.

Addiction Services to

re-establish full service (at
1/4/17 staffing capacity only
allows patients already
committed on substitution
therapy on case load and no
new referrals are currently
accepted)

Review demand/capacity and

effectiveness of current
processes for :

Band 7 & 8 posts to be
advertised in Aug/Set in Primary
Care and Mental Health. HCA
posts in progress.

Update 2 - 30/09/17 - There has
been a significant improvement
in staffing across the 3 sites.
The Assistant Director is
working with shared services to
commence a rolling waiting list
for Primary Care and Mental
Health Nursing posts. Current
position:-

Primary Care - All Band 6 posts
filled. Band 5 successful
appointments - 4 vacancies.
Mental Health - Band 6 clinical
addictions posts - interviews
September 2017.

2 x Band 7 Team Leader posts
being advertised.

Pharmacy - Band 8A- 0
applicants. Job spec to be
reviewed. 2 x Band 4 posts
vacant - recruitment in
progress.

Update 1 - 30/06/17 -

Dependent on recruitment.
Update 2 - 30/09/17 -
Recruitment in process for
Team Leader and Addictions
staff.

Upskilling of primary care staff
ongoing to develop further
capacity.

Update 1 - 30/06/17 - Action

plan in place.
Complaints and legal responses

Printed on 16 November 2017 by Joanne McEvoy
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ID Principal objec Description Risk level (curr Synopsis (Action Plan)

Progress (Action Plan) Done date (Act Closed date

experience Northern Ireland's prisons
resulting in potential adverse
publicity, litigation, serious
self-harm to, or death of, a
patient.

Number of records for

EMT Director: Children's Services &Social Work

Implementation of large number
of recommendations/ actions
from internal and external
reports/reviews

SAl reviews

Solicitor letters responses

Data access requests

now current.

SARs - backlog and all priority
met.

SAl reviews - Action plan will
ensure appropriate triage and
redirection as more completed
monthly than now. It will take
time to clear backlog due to
capacity issue.

Monitored through directorate
governance meeting.

Update 2 - 30/09/17 -
Complaints and legal requests
continue to be currently
addressed.

- Serious Adverse Incident
Reports - 32 outstanding - 19 in
draft - 11 awaiting final
approval.

- Recommendations from
reports - process in place for
implementation - 137
recommendations actioned
2017 to date - 187 outstanding.
- Priority subject access
requests met. Backlog remains
- being managed.

2141 Ensure safety, Inability to maintain/recruit HIGH Complete recruitment of staff to Update 1 - 30/06/17 - There are 30/09/2017 30/09/2017
improve quality sufficient staff at Lakewood vacant posts; whilst this is now over 20 agency staff in
and test Regional Secure Care Centre on-going the service will work  Lakewood. While this has
experience resulting in a heavy reliance on with employment agencies to  stabilised the workforce the
agency staff. The fragility of the source temporary staff on 6 nature of agency staff remains
service is such that business monthly basis. fragile. Five admissions have
continuity measures are being taken place bringing total
employed. number of placements to 10 out
Printed on 16 November 2017 by Joanne McEvoy Page 6  48.



ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan) Done date (Act Closed date

Number of records for Children's Services &Social Work

EMT Director:

of possible 16. We are
projecting a return to normal
operation in July 2017.

Update 2 - 30/09/17 - Lakewood
has returned to normal
operation. There are currently
13 of a possible 16 residents in
the Home.

2141  Ensure safety, Inability to maintain/recruit HIGH Ongoing Occupational Health & Update 1 - 30/06/17 - Some 20 30/09/2017 30/09/2017
improve quality sufficient staff at Lakewood HR review with staff in the staff have been interviewed by
and test Regional Secure Care Centre secure care homes; those on HR and Senior Managers. The
experience resulting in a heavy reliance on sick leave by 19th May & those majority are expressing an
agency staff. The fragility of the currently in work by 28th May. interest in redeployment which
service is such that business Depending on the outcome is being actively considered at
continuity measures are being redeployment of staffing will be present. This process has
employed. considered. released 6 posts at present
which are being filled on a
permanent basis through
dedicated recruitment
campaign. Five staff have
returned to work following sick
leave pending redeployment
being considered.
Update 2 - 30/09/17 - The
redeployment process has been
completed. 17 staff were
involved in the process with 12
being successfully redeployed
and 5 opting out of the process.
2141  Ensure safety, Inability to maintain/recruit HIGH Consider further levels of Update 1 - 30/06/17 - This is no 30/09/2017 30/09/2017
improve quality sufficient staff at Lakewood business continuity. longer an option due to issues
and test Regional Secure Care Centre Dept. of Health are in with enhanced payments to
experience resulting in a heavy reliance on discussion with central HR to interagency staff. It is however
agency staff. The fragility of the assess whether there could be less likely this will be required
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Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

Number of records for

service is such that business
continuity measures are being
employed.

EMT Director: Finance & Estates

2130

Ensure safety,
improve quality
and test
experience

Risk posed to the Trust due to
the ageing estate, specifically:
1. Need to improve protection
against the potential of
legionella (and other
water-borne risks) outbreak at
Ulster Hospital and other sites.
2. Need to improve protection
against the potential of infection
due to sewage leaks in the
Ulster Hospital caused by
deteriorating foul drainage pipe
work. This pipe work, on
several occasions, has
fractured causing spillage of
raw sewage into the hospital.
This has the obvious risk of
spreading infection. The issues
regarding the failure of
infrastructure within the main
ward block at the Ulster
Hospital may be extended for a
period of 3 to 4 years if a

EXTREM

a mechanism to second staff
from Woodlands JJC to
Lakewood.

2. Sewage / Drainage issues:

Examine possible outcomes,
methods of containment and
investigate and manage
appropriate solutions to the
problem.

MES funding is not ring fenced
and proposed extended life of
main ward block at the Ulster
hospital.

due to the success of other
contingency plans surrounding
intake of agency staff,
permanent recruitment and
return of staff from sick leave.
Update 2 - 30/09/17 - This was
not required and staffing has
returned to normal. Agency staff
are still being used however are
applying to vacant permanent
posts which are currently begin
appointed.

Update 1 - 30/06/17 - MWB -

Following the successful £100K
asbestos removal in UHD
walking duct we have been able
to conduct emergency repairs to
ailing sewage infrastructure.
Sewage works to be funded by
CRL to reroute sewers from the
Sterile Store CSSD. Thompson
House new sewer to be
completed out of 17/18 CRL.
Business cases have been
submitted.

Sewer blockages reported in
IWB Estates have asked
Capital Development to survey
all systems in IWB.

Update 2 - 30/09/17 - The
Thompson House sewerage
works are due to commence.
The IWB sewerage survey has
been completed. There are
concerns regarding shower trap
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ID Principal objec Description Risk level (curr Synopsis (Action Plan)

Progress (Action Plan) Done date (Act Closed date

decision to move beds from the
Care of the Elderly (Functional
Suitability B standard) to MWB
(Functional Suitability Dx
standard) is taken.

3. Risk occurring as a direct
result of structural, external
enveloping and building
services failure at the Paediatric
block and Paediatric theatres,
Ulster Hospital.

4. Failure of site heating
services at both the Ulster
Hospital and Ards Hospital
leading to compromised patient
care.

5. The ageing estate,
particularly the Ulster Hospital,
also has significant risk of fire
safety - both in fabric of building
and evacuation issues

6. Failure of infrastructure within
drainage to remove sewage
from building resulting in failure
to provide an environment that
is suitable for the processing of
sterile instruments (sewage
pipes from all four floors merge
and run under the floor of CSSD
before leaving the building.

Number of records for Finance & Estates 1

EMT Director:

2130  Ensure safety, Risk posed to the Trustdueto EXTREM 1. Legionella / Water Safety:
improve quality the ageing estate, specifically: Lower the risk involving
and test 1. Need to improve protection legionella bacteria and other
experience against the potential of water-borne organisms in the
legionella (and other water systems within the Trust.

drainage in IWB (leaks). This
shall be raised with Capital
Development in a meeting
scheduled for 10th October.

Update 1 - 30/06/17 -

Responsible Person now
shared by Water Safety Group
key individuals.

New Water Safety Plan now

Printed on 16 November 2017 by Joanne McEvoy
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ID

Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

water-borne risks) outbreak at
Ulster Hospital and other sites.
2. Need to improve protection
against the potential of infection
due to sewage leaks in the
Ulster Hospital caused by
deteriorating foul drainage pipe
work. This pipe work, on
several occasions, has
fractured causing spillage of
raw sewage into the hospital.
This has the obvious risk of
spreading infection. The issues
regarding the failure of
infrastructure within the main
ward block at the Ulster
Hospital may be extended for a
period of 3 to 4 years if a
decision to move beds from the
Care of the Elderly (Functional
Suitability B standard) to MWB
(Functional Suitability Dx
standard) is taken.

3. Risk occurring as a direct
result of structural, external
enveloping and building
services failure at the Paediatric
block and Paediatric theatres,
Ulster Hospital.

4. Failure of site heating
services at both the Ulster
Hospital and Ards Hospital
leading to compromised patient
care.

5. The ageing estate,
particularly the Ulster Hospital,
also has significant risk of fire
safety - both in fabric of building
and evacuation issues

6. Failure of infrastructure within

Manage the on-going remedial
action plans with the added
pressure with the reduction of
MES funding.

agreed and being implemented.
Independent auditor completed
2017 visit in June. Report to be
issued.

Increased legionella monitoring
and sampling programme
agreed by the Water Safety
Group - This will have an effect
on the revenue spend to action
remediation and pay for
sampling.

Compliance manager appointed
which will improve information
flow to SET governance
sub-committees.

£100K MES money allocated
this year. Approx. 80% of
legionella RAs
recommendations completed.
Will depend on the release of
more CRL to complete.

Update 2 - 30/09/17 - The
independent auditor's report
recommendations are almost
complete. The water monitoring
and sampling is ongoing. The
Compliance Manager has been
appointed but not yet in post.
The rest of the risk assessment
recommendations shall be
completed following the release
of CRL funding.
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Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

2130

Ensure safety,
improve quality
and test
experience

drainage to remove sewage
from building resulting in failure
to provide an environment that
is suitable for the processing of
sterile instruments (sewage
pipes from all four floors merge
and run under the floor of CSSD
before leaving the building.

Risk posed to the Trust due to
the ageing estate, specifically:
1. Need to improve protection
against the potential of
legionella (and other
water-borne risks) outbreak at
Ulster Hospital and other sites.
2. Need to improve protection
against the potential of infection
due to sewage leaks in the
Ulster Hospital caused by
deteriorating foul drainage pipe
work. This pipe work, on
several occasions, has
fractured causing spillage of
raw sewage into the hospital.
This has the obvious risk of
spreading infection. The issues
regarding the failure of
infrastructure within the main
ward block at the Ulster
Hospital may be extended for a
period of 3 to 4 years if a
decision to move beds from the
Care of the Elderly (Functional
Suitability B standard) to MWB
(Functional Suitability Dx
standard) is taken.

3. Risk occurring as a direct
result of structural, external
enveloping and building

EXTREM

3. Paediatrics block Ulster

Hospital:

Continuing refurbishment of the
Paeds block UHD.

Business case development
and funding bid for:

- Paeds theatres (Cap Dev)

- Old admin redesign (Users)

- Outpatients (Users)

To address the following risks:

- On-going analysis of structural
issues.

- Upgrade of Fire alarm system.
- Upgrade of the water
distribution system to lower the
risk of water safety issues.

- Replace old VIR electrical
cabling.

- Review requirements under
the Disability Discrimination Act
(DDA).

- Drainage Issues.

- Asbestos.

- Windows.

The work shall be undertaken in
small packages as access to
areas is made available.

Update 1 - 30/06/17 - Currently

developing a business case and
brief for Rapid Response and
Neely Wards refurbishment.
Aim to complete the business
case and fund the design work
from CRL for 2017/18. Bid to be
submitted

Obsolete nitrous oxide manifold
for Paediatric Theatres. Job has
been raised and funded from
17/18 CRL.

Capital Development are
developing business case for
the redevelopment of Paeds
Theatres.

Update 2 - 30/09/17 - The
nitrous oxide manifold work is in
progress, currently awaiting a
part to arrive from the factory.
The Cap Dev business case for
the redevelopment of Paeds
theatres is on-going. The
annual theatre performance
verification has identified Paeds
theatre ventilation as the
highest Trust ventilation risk.
Estates plan to spend £25K
through revenue funding to
improve ventilation
performance as a temporary
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ID

Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

2130

Ensure safety,
improve quality
and test
experience

services failure at the Paediatric
block and Paediatric theatres,
Ulster Hospital.

4. Failure of site heating
services at both the Ulster
Hospital and Ards Hospital
leading to compromised patient
care.

5. The ageing estate,
particularly the Ulster Hospital,
also has significant risk of fire
safety - both in fabric of building
and evacuation issues

6. Failure of infrastructure within
drainage to remove sewage
from building resulting in failure
to provide an environment that
is suitable for the processing of
sterile instruments (sewage
pipes from all four floors merge
and run under the floor of CSSD
before leaving the building.

Risk posed to the Trust due to
the ageing estate, specifically:
1. Need to improve protection
against the potential of
legionella (and other
water-borne risks) outbreak at
Ulster Hospital and other sites.
2. Need to improve protection
against the potential of infection
due to sewage leaks in the
Ulster Hospital caused by
deteriorating foul drainage pipe
work. This pipe work, on
several occasions, has
fractured causing spillage of
raw sewage into the hospital.
This has the obvious risk of

EXTREM

4. Mechanical/Electrical

Services:

Submit bid to DHSSPS for
additional funding for
decentralising boiler houses
serving Ards hospitals to
provide stand-alone boiler
houses throughout the site. This
shall improve the continuity of
service and provide additional
revenue savings.

Concerns regarding mechanical
and electrical risks posed by an
aging estate.

measure.
The issue with Paeds theatres
replacement must be
addressed. The present
condition means that the Trust
and its users need to review the
risk assessment with regard to
the on-going use of these
theatres by the end of the next
quarter.

Update 1 - 30/06/17 - £150K

spent installing SCADA controls
for monitoring and controlling
critical engineering generators
across the trust.

Thompson House bed lift
earmarked for replacement out
of 17/18 CRL. Not yet allocated
but tender documents prepared.
Ventilation UCV canopy in LVH
Theatres to be replaced at
£100K cost in response to the
Estates & Facility alert
'EFA/2016/004 - Operating
Theatre Ultra Clean Ventilation
(UCV) canopies'. Business case
prepared.
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ID

Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

2130

Ensure safety,
improve quality
and test

spreading infection. The issues
regarding the failure of
infrastructure within the main
ward block at the Ulster
Hospital may be extended for a
period of 3 to 4 years ifa
decision to move beds from the
Care of the Elderly (Functional
Suitability B standard) to MWB
(Functional Suitability Dx
standard) is taken.

3. Risk occurring as a direct
result of structural, external
enveloping and building
services failure at the Paediatric
block and Paediatric theatres,
Ulster Hospital.

4. Failure of site heating
services at both the Ulster
Hospital and Ards Hospital
leading to compromised patient
care.

5. The ageing estate,
particularly the Ulster Hospital,
also has significant risk of fire
safety - both in fabric of building
and evacuation issues

6. Failure of infrastructure within
drainage to remove sewage
from building resulting in failure
to provide an environment that
is suitable for the processing of
sterile instruments (sewage
pipes from all four floors merge
and run under the floor of CSSD
before leaving the building.

Risk posed to the Trust due to

the ageing estate, specifically:
1. Need to improve protection

EXTREM 5. Fire Safety:

The programme of fire risk
assessments continue to

£80K required to replace LVH
Main Ward Block central
ventilation plant - This plant
carries the highest risk following
a cross trust ventilation survey.
Downshire Hospital low loss
heating header pressurisation
plant needing replaced at £50K.
Business case to be prepared.
Update 2 - 30/09/17 -
Thompson House bed lift now
funded. Work to be actioned.
Paeds Theatres now the
highest ventilation risk but
funding still required for the
replacement of the LVH Main
Ward Block central ventilation
plant. £100K required to replace
the frost coils in 14 AHUs in the
UHD Critical Care which were
wrongly specified by the Design
team. Estates are trying to hold
the Phase B design team to
account for permitting their use
in IWB / ASB.

Update 1 - 30/06/17 - There has

been difficulty in getting staff get
released to attend the
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ID

Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

experience

against the potential of
legionella (and other
water-borne risks) outbreak at
Ulster Hospital and other sites.
2. Need to improve protection
against the potential of infection
due to sewage leaks in the
Ulster Hospital caused by
deteriorating foul drainage pipe
work. This pipe work, on
several occasions, has
fractured causing spillage of
raw sewage into the hospital.
This has the obvious risk of
spreading infection. The issues
regarding the failure of
infrastructure within the main
ward block at the Ulster
Hospital may be extended for a
period of 3 to 4 years if a
decision to move beds from the
Care of the Elderly (Functional
Suitability B standard) to MWB
(Functional Suitability Dx
standard) is taken.

3. Risk occurring as a direct
result of structural, external
enveloping and building
services failure at the Paediatric
block and Paediatric theatres,
Ulster Hospital.

4. Failure of site heating
services at both the Ulster
Hospital and Ards Hospital
leading to compromised patient
care.

5. The ageing estate,
particularly the Ulster Hospital,
also has significant risk of fire
safety - both in fabric of building

highlight fire safety issues.
Issues include:

- Achieve compliance with
Houses of multiple occupancy
(HMO) requirements.

- Achieve compliance with
recent NIFRS instruction to
provide door closers and
residential premises.

- Arson.

- The risk of blocking
evacuation routes within wards
in the event of fire due to
continued bed pressures.

- Fire risk due to substance
abuse within Trust facilities.

- Inter-departmental agreement
needed on managing fire alarm
responses.

mandatory fire safety training.
There are concerns about
picking up the bank and agency
staff for training.

Less than £50k remaining in the
Staff Fire Safety Training
Budget, to last to 31/03/18 -
also to cover fire drills - a
considerable amount of the
budget was used for the IWB
fire safety training.

Need to ensure an uptake of
IWB fire safety training sessions
with staff being released.

Fire risk assessments have
highlighted the need to review
all fire drawings as part of a fire
safety review.

Not all wards have in place a
bespoke Evacuation and
Shelter Plan. This is being
managed by Risk Mgt
Department.

Fire door wedging in hazard
rooms across the estate remain
a risk. This should be
addressed by fire training and
education.

Throughout the Trust,
combustible content is stored in
corridors and escape routes.
Compartmentalisation
throughout the Estates may be
deficient, particularly in older
buildings. The specific concern
is the lack of ring fenced
funding for fire related remedial
work.

Medical gas storage - incorrect
storage at ward level
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Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

2130

Ensure safety,

and evacuation issues

6. Failure of infrastructure within
drainage to remove sewage
from building resulting in failure
to provide an environment that
is suitable for the processing of
sterile instruments (sewage
pipes from all four floors merge
and run under the floor of CSSD
before leaving the building.

Risk posed to the Trust due to

improve quality the ageing estate, specifically:

and test
experience

1. Need to improve protection
against the potential of
legionella (and other
water-borne risks) outbreak at
Ulster Hospital and other sites.
2. Need to improve protection
against the potential of infection

EXTREM

6. Action Point re CSSD issues:

Estates Department to re route
the pipes and create a new
inspection cover outside the
CSSD department

T Sheehan.

Estates department to continue
to react to blockages in the
current inspection cover in a

Some cause and effect systems
to be reviewed.

Automatic fire alarm system
maintenance - Poor contractor
performance is being
experienced regionally and is
being addressed by BSOPaLS.
Update 2 - 30/09/17 - Fire risk
assessments (FRAs) have
identified that nominated fire
officers may not be present in
the departments during a shift.
Remedial works identified for
IWB still not complete.

FRAs have highlighted the need
for a review of door release
mechanisms.

Text requires updating for fire
alarm systems across the Trust
estate.

Domestic premises with Trust
staff will need to be reviewed.
Estates are to report by the 13th
October on its audit findings
following the Grenfell disaster.
Estates believe that fire
management / housekeeping
issues will arise as an outcome
of the Grenfell related
investigation.

Update 1 - 30/06/17 - 2

additional incidents from last
report on leakage of sewage
form under floor drains. No
stock damaged.

Bowed window in CSSD clean
room.

Work on-going to screen off
part of clean room to move
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Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

due to sewage leaks in the
Ulster Hospital caused by
deteriorating foul drainage pipe
work. This pipe work, on
several occasions, has
fractured causing spillage of
raw sewage into the hospital.
This has the obvious risk of
spreading infection. The issues
regarding the failure of
infrastructure within the main
ward block at the Ulster
Hospital may be extended for a
period of 3 to 4 years if a
decision to move beds from the
Care of the Elderly (Functional
Suitability B standard) to MWB
(Functional Suitability Dx
standard) is taken.

3. Risk occurring as a direct
result of structural, external
enveloping and building
services failure at the Paediatric
block and Paediatric theatres,
Ulster Hospital.

4. Failure of site heating
services at both the Ulster
Hospital and Ards Hospital
leading to compromised patient
care.

5. The ageing estate,
particularly the Ulster Hospital,
also has significant risk of fire
safety - both in fabric of building
and evacuation issues

6. Failure of infrastructure within
drainage to remove sewage
from building resulting in failure
to provide an environment that
is suitable for the processing of

timely manner.

S Greer.

CSSD to ensure business
continuity arrangements are
sufficient until such times the
underlying problem is remedied.
B Shanks

conveyor to replace windows.
Update 2 - 30/09/17 - No further
incidents of sewage in CSSD in
this reporting period. Awaiting
relocation of manhole away
from CSSD sterile store this
financial year.

Internal wall has been created
to partition and seal clean room
to control the immediate risk. As
a result of this temporary
screening the conveyor system
in CSSD is no longer
operational causing increase
revenue costs (S&W) and
reduced throughput until the
primary fault (bowed windows)
has been rectified.
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ID

Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

Number of records for

sterile instruments (sewage
pipes from all four floors merge

and run under the floor of CSSD

before leaving the building.

EMT Director: Finance & Estates

2140

Continue to
improve

Management of savings and

pressures to achieve recurrent
financial balance including
securing recurrent revenue and
capital resources in respect of
Phase B.

Number of records for Finance & Estates

EMT Director:

2140

Continue to
improve

Management of savings and

pressures to achieve recurrent
financial balance including
securing recurrent revenue and
capital resources in respect of
Phase B.

EXTREM

EXTREM

Continued refinement of

forecasting methodology.

Agreement of Trust delivery

Plans internally with
HSCB/DHSS.

Update 1 - 30/06/17 - Financial

Management continue to refine
their forecasting methodology,
adjusting for one-off spikes,
anticipated income and new
pressures. Forecasts are
reviewed by Assistant
Director/Director of Finance and
included in the Finance Focus
Packs issued to Senior
Directorate Teams.

Update 2 - 30/09/17 -
Forecasting methodology is
kept under constant review.

Update 1 - 30/06/17 - The Trust

still has not received its
allocation for the 2017-18
financial year. It has however
received a Savings
Requirement target of £12.33m.
The Trust has submitted Draft
Saving Plans to DOH/HSCB
which detail plans on how the
Trust proposed to address this
target.

Update 2 - 30/09/17 - The Trust
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ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

2140  Continue to Management of savings and EXTREM

improve pressures to achieve recurrent
financial balance including
securing recurrent revenue and
capital resources in respect of
Phase B.

Regular close monitoring of
RCCE associated with Ulster
Phase B: transitional
costs/delay in opening/recurrent
running costs.

has now received its opening
allocation, together with a
revised savings target of
£12.354m, which consists of
£10.8m of Trust savings and
£1.554m of Regional Pharmacy
Savings. The Trust is required
to publicly consult on the
£10.8m Trust Savings and has
launched a Public Consultation
Process, starting in September
17. The Trust is currently
forecasting as in year deficit of
£8.1m which consists of £7.1m
of 16/17 pressures that are not
yet funded, plus a further
shortfall in the Regional
Pharmacy Savings of £1m.

Update 1 - 30/06/17 - The Trust

continues to respond to HSCB
queries, however HSCB's
"approval in principle" is still
outstanding for medical staff,
endoscopy cleaning and
benchmarking overall cleaning
costs. The Trust has not
received its revenue allocation
for 2017/18 which would include
RCCE of the Inpatient Ward
Block.

Update 2 - 30/09/17 - The
HSCB has agreed to the
maijority of costs, confirming
support in principle to the
revenue consequences of a
"like for like" transfer of the
Inpatient Ward Block (IWB).
The HSCB and the Trust are
working to £10.2m in 2017/18 of
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ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

2140  Continue to
improve

Number of records for

Management of savings and

pressures to achieve recurrent
financial balance including
securing recurrent revenue and
capital resources in respect of
Phase B.

EMT Director: Hospital Services

2111 Ensure safety,
improve quality
and test
experience

Inability to deliver safe and

effective care for emergency
patients at the Ulster Hospital
as result of increased
emergency demand resulting in
sub optimal care for patients

EXTREM

HIGH

Detailed monitoring of capital
Phase B spend.

Deliver improvements via the

unscheduled care work-streams
to maximise capacity. Particular
emphasis will be placed on
ambulatory management of
patients.

which £1.5m has been
identified towards the Trust's
Savings Plan target of £10.8m.
The Trust has not received the
full revenue funding in 2017/18.

Update 1 - 30/06/17 - CPD-HE

revised its 2017/18 forecast
spend to £38.665m, a reduction
of £4.576m due mainly to the
contractor's programme and
methodology adjusted resulting
in re-profiled projected
cashflow. The Trust has
requested an updated forecast
from CPD-HE for the overall
project of £260.588m

Update 2 - 30/09/17 - The
Trust's Phase B CRL, including
Project Management, is
currently at £38.194m for
2017/18. This is being reviewed
by CPD-HE with an update due
early October 2017. In addition,
the Trust awaits CPD-HE's
revised overall projections for
the complete scheme of
£260.588m, excluding Project
Management costs.

Update 1 - 30/06/17 -

Ambulatory services have now
commenced in ED, Acute
Medicine (suspended at present
due to staffing shortages) and
Respiratory Medicine. The ED
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ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

and clients.

Number of records for Hospital Services

EMT Director:

service is well established and
has been preventing
admissions for a number of
years. The Respiratory service
has commenced three days per
week and is already achieving
good results with around 8
patients being managed
through this approach on each
of the three days with around
one third of those patients being
discharged. Plans are being
developed for Gl, Cardiology
and Palliative Medicine.

Update 2 - 30/09/17 - Due to
reduced bed numbers within the
stroke ward the Trust decided to
prioritise stroke ambulatory
management. The first phase of
the service development started
in August with early results
proving positive.

Approximately 4 patients per
week are being managed
through an ambulatory pathway
instead of inpatient
management. This is both
better for the patient and
supports improved bed
utilisation.

The Trust has also appointed 2
Gl Physicians who will be in
post by January 2018 when the
Gl ambulatory pathway will
commence.
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ID Principal objec Description Risk level (curr Synopsis (Action Plan) Progress (Action Plan) Done date (Act Closed date
211 Ensure safety, Inability to deliver safe and HIGH Continue to build clinical teams Update 1 - 30/06/17 - Plans are
improve quality effective care for emergency to ensure timely assessment,  in place to expand the Plastic
and test patients at the Ulster Hospital diagnosis and treatment of Surgery Team to ensure the
experience as result of increased patients. effective management of
emergency demand resulting in trauma patients. In addition,
sub optimal care for patients plans are also well developed
and clients. for expanded Radiology and
Pharmacy services.
Update 2 - 30/09/17 - Additional
medical appointments have
been made in Gl Medicine,
Anaesthetics and Respiratory
Medicine. Additional Pharmacy
staff have also been appointed
to support effective patient flow.
Number of records for 1
EMT Director: Hospital Services
2112  Ensure safety, Inability to sustain Midwifery HIGH Continue to promote the MLUs Update 1 - 30/06/17 - The Trust

improve quality
and test
experience

Led Units (MLUs) and
Emergency Services in the
Downe and Lagan Valley
Hospital resulting in sub optimal
care for patients and clients

at both Lisburn and
Downpatrick and maintain birth
levels at both units.

continues to promote both
MLUs. While both units
continue to provide a wide
range of ante-natal, birthing and
post-natal services birthing
numbers at Downe MLU have
fallen in recent years. Whilst the
Trust awaits the outcome of the
MLU Review all opportunities to
promote the units will be
escalated.

Update 2 - 30/09/17 - The Trust
has now received the MLU
review which supports the
continuation of the units. The
Trust is now developing a
renewed publicity campaign to
maximise the opportunities
associated with the review.
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Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

Number of records for Hospital Services

EMT Director:

2112

Ensure safety,
improve quality
and test
experience

Number of records for

Inability to sustain Midwifery

Led Units (MLUs) and
Emergency Services in the
Downe and Lagan Valley
Hospital resulting in sub optimal
care for patients and clients

EMT Director: Hospital Services

2113

Ensure safety,
improve quality
and test
experience

Inability to staff hospital wards

and other key hospital
departments at nights and at
weekends with the same level
of staffing during day time hours
Monday to Friday, thus resulting
in sub optimal care for patients.

HIGH

HIGH

Maintain network approach for

both EDs with the Ulster ED
and continue to use long term
locums to ensure service
delivery.

Implement the Day Of Surgery

Admission Unit to reduce the
number of elective admissions
at weekends and evenings.

Update 1 - 30/06/17 - The

network arrangements between
the Ulster ED and the Downer
and Lagan Valley EDs are well
established and this has
provided a higher level of
sustainability for both units. In
practice this means that most of
the Ulster ED consultants
routinely cover one day per
week at one of the smaller sites
(4 of the team are notin a
position to routinely cover due
to other Trust commitments
including Clinical leadership
roles). The continued
employment of a long term
locum is also helping.

Update 2 - 30/09/17 - The
position remains unchanged in
respect of both units.

Update 1 - 30/06/17 - DOSA

commenced on 3 April 2017
and early indications are that
admission on the day of surgery
has increased and this helps
reduce pressure on beds. An
evaluation will be undertaken
after 6 months of the service.
Update 2 - 30/09/17 - No further
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ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan) Done date (Act Closed date

Number of records for Hospital Services

EMT Director:
2113  Ensure safety, Inability to staff hospital wards

improve quality and other key hospital

and test departments at nights and at

experience weekends with the same level
of staffing during day time hours
Monday to Friday, thus resulting
in sub optimal care for patients.

Number of records for

EMT Director: Human Resources & Corporate Affairs

2115  Ensure safety, Inability to continue to provide a HIGH

improve quality reliable fully functioning,

and test operational laundry and linen

experience service that remains fit for
healthcare services and safe to
our patients, clients and staff;

Continue to build clinical
infrastructure at nights and

Capital Development and

Design Team to finalise the
design of the replacement
Laundry within budget.

update.

Update 1 - 30/06/17 - Plans for

2017 include further extension
of Pharmacy, Hospital at Night
and patient flow services.
Update 2 - 30/09/17 - The Trust
has commenced a process to
implement routine Sunday
Pharmacy services at the Ulster
Hospital. It is anticipated that
the Sunday service will not be in
place until after the winter
period. However, the Trust
plans to deliver an interim
service during the winter
months as appropriate.

An additional appointment has
been made to the Hospital at
Night team.

The Trust secured funding to
support increased medical
staffing for the Ulster Hospital at
nights. Staff are already in place
and are working very well.

Update as at 30/06/17 -

Reviewed plans for new laundry
using HTM 0104 future proofing
the flow lines within the new
building. Vehicles separate
entry for used linen (dirty) and

Printed on 16 November 2017 by Joanne McEvoy

Page 23

65.



ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan) Done date (Act Closed date

due to lack of capital investment
required to either relocate to a
new on-site facility or refurbish
the existing aged facility and
equipment.

Number of records for Human Resources & Corporate Affairs 1

EMT Director:

2115  Ensure safety,
improve quality
and test
experience

Inability to continue to provide a

reliable fully functioning,
operational laundry and linen
service that remains fit for
healthcare services and safe to
our patients, clients and staff;
due to lack of capital investment
required to either relocate to a
new on-site facility or refurbish
the existing aged facility and
equipment.

Number of records for

EMT Director: Human Resources & Corporate Affairs
2118  Ensure safety, The inability to plan and deliver

improve quality the required skilled Nursing and

and test Medical workforce now and in

experience the future due to the significant
shortage of Band 5 nurses and
hard to fill medical posts,
resulting in increased risk of
adverse events and/or sub
optimal outcomes.

HIGH New Laundry to commence

construction.

EXTREM To work with the Department

and PHA to deliver solutions to
address the shortage of
registered nurses and doctors
regionally and mitigate the
impact of this within SET.

clean linen. In progress.

Update 2 - 30/09/17 - Value
engineering being considered to
bring project in on budget.

Update 1 - 30/06/17 - To date

no information as to start date.
Update 2 - 30/09/17 - To date
no information as to start date.

Update 1 - 30/06/17 - The Trust

continues to work with the
region for both international and
local recruitment for nursing. A
further 121 Nurses have been
allocated to the Trust and it is
expected this no will increase
on the back of a recent
campaign.

Update 2 - 30/09/17 - There are
631 nurses that require to be
allocated across the 5 Trusts
once that have undertaken
IELTS, CBT and NMC decision
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Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan) Done date (Act Closed date

Number of records for Human Resources & Corporate Affairs

EMT Director:

2118

2118

Ensure safety,
improve quality
and test
experience

Ensure safety,
improve quality
and test
experience

The inability to plan and deliver EXTREM

the required skilled Nursing and
Medical workforce now and in
the future due to the significant
shortage of Band 5 nurses and
hard to fill medical posts,
resulting in increased risk of
adverse events and/or sub
optimal outcomes.

The inability to plan and deliver EXTREM

the required skilled Nursing and
Medical workforce now and in
the future due to the significant
shortage of Band 5 nurses and
hard to fill medical posts,
resulting in increased risk of
adverse events and/or sub
optimal outcomes.

Participate with the Regional

work on International
Recruitment to ensure that SET
can recruit registered nurses for
vacancies, meet additional
staffing requirements across
adult nursing and further
phases of Delivering Care.

To work with regional

colleagues and TTM to deliver
International Recruitment in
order to fill required nursing and
medical vacancies over next 2
years.

queue.

Update 1 - 30/06/17 - The Trust

continues to work with RSSC
and the region on recruitment
Vacancies remain high.
Monthly recruitment for SET
continues however a lot of
nurses are pre reg who do not
complete until September 2017.
Update 2 - 30/09/17 -
Vacancies remain high despite
monthly interviews.

59 Band 5 for Hosp Services
have start dates in place.

24 more Band 5 posts have
been accepted and are
undergoing checks.

121 E Reqgs with RSSC to be
filed.

Update 1 - 30/06/17 - The Trust

continues to work with the
region for both international and
local recruitment for nursing. A
further 121 Nurses have been
allocated to the Trust and it is
expected this no will increase
on the back of a recent
campaign.

Update 2 - 30/09/17 - Trip 6 has
taken place in India, September
17 to recruit international staff.
There are 631 nurses that
require to be allocated across
the 5 Trusts once that have
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ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan) Done date (Act Closed date

Number of records for

EMT Director: Human Resources & Corporate Affairs
2119  Continue to Inability of systems/Shared
improve Services to achieve required
benefits, processes and
effectiveness.

HR Recruitment Services have

transitioned to Shared Services.
Over next year Trust will put
arrangements in place to
ensure that service delivery is
stable and meets SLA/KPlIs.
This will be done through the
Trust Customer Forum.

undertaken IELTS, CBT and
NMC decision queue.

There are 14 nurses in SET to
date with more names for
October and November.

Update 1 - 30/06/17 -

Recruitment Services have
been deployed and the Trust is
in stabilisation phase.
Operational meetings and
Strategic Customer Forum
arrangements are in place to
monitor performance. Revised
Customer Performance
Reports have been designed.
Further training identified for
Retained Recruitment staff in
order to provide customised
reports.

Update 2 - 30/09/17 - A revised
governance model is in place
as a result of the Trust's Benefit
Realisation Board having been
stood down. Performance data
is being shared with Trust and a
workshop has been arranged in
October 17 by BSO to share
learning concerning reporting,
with the Retained Function.
RSSC have also put in new
operating arrangements in
place which will help respond to
the challenges of waiting list
management.
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ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan) Done date (Act Closed date

Number of records for Human Resources & Corporate Affairs

EMT Director:
2119 Continue to

improve

Inability of systems/Shared

Services to achieve required
benefits, processes and
effectiveness.

Number of records for

EMT Director: Planning, Performance & Informatics
2117  Ensure safety, Performance and Service
improve quality Delivery Targets: Inability to
and test meet and maintain external and
experience internal performance targets
(Commissioning Plan
Direction/Commissioning
Plan/Service & Budget
Agreement) due to increased
financial constraints within
health and social care,
increased demand on services
especially in red flag cancer
and urgent referrals, output

HIGH

EXTREM

The Payroll and specific

Finance functions have
migrated to the Shared Services
provider. Issues to be raised
through both regional and Trust
governance arrangements e.g.
BSF & local customer forum
groups.

Ensure that there is regular

clinical review of longest
waiters, cleansing and
validation of the waiting lists,
development of resilience plans
for areas experiencing
pressure, monitoring of
performance and ensure that
when performance is below
core to work with Operational
teams to prepare, implement
and monitor performance
against improvement plans.

Update 1 - 30/06/17 -

Monitoring Arrangements
continue to track compliance
with SLA and Customer Forum
arrangements are in place. DOF
and DOHRCA attend BSF.
Update 2 - 30/09/17 - The
Trust's Benefit Realisation
Board has been stood down as
the Trust moves to a BAU
position. Revised Customer
arrangements are in place
which includes Director of HR
and Corporate Affairs/Director
of Finance and Estates
leadership as well as key
stakeholders including
Managers and Trade Unions.

Update 1 - 30/06/17 - Elective

performance discussed at
Ground Clearing (31/5/17) and
CE/ Chairman Mid-Year
Accountability review (19/6/17);
- Performance Monitoring
continues and for areas more
than 8 % behind on core
improvement plans developed
including reallocation of routine
clinics to Red Flag, and
progress monitored,;

- Engagement regarding SBA
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ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan) Done date (Act Closed date

from Independent Sector
Providers and impact of growth
within unscheduled care
pressures and other
programmes of care. This is
resulting in increased delays in
access to certain services to
investigation, diagnosis, and
treatment and causes increased
risk of for patient/ service user
clinical outcomes.

Issue waiting list times by
speciality (new OPD/ review
OPD/ inpatient / day case) to

GP's/ Primary care colleagues.

Timely engagement with Local
Commissioners about
over-delivery against core to
seek additional investment
against recognised growth.

with HSCB/ LCG on-going.

- Longest waiting outpatients
have been reviewed by both
Trust and LCG GP project

- Long waiting inpatients and
daycases are to be validated
next quarter

- Risks of additional demand
versus capacity raised at
regular meetings with
Commissioner e.g. Cancer / red
flag rates and prioritisation
ahead of routine work.

- Demand monitored and rates
of cancer diagnosis compared
to referral rates and used at
Cancer meetings held with
HSCB 04/05/17 and 26/6/17.
Risk to performance as a result
of delay in decision at regional
level for WLI funding
highlighted to HSCB.

- WLI spend and reallocation
of routine to red flag clinics and
impact on patients in routine
lists highlighted on 26/6/17 TO
HSCB.

- Waiting times by speciality
sent regularly to GP colleagues.
- E- triage referral commenced.
- Impact of ceasing Waiting list
initiative monitoring on-going
and report on activity delivered
and impact of cessation
submitted to HSCB.

Update 2 - 30/09/17 - Draft
Performance Trajectories
submitted to HSCB.

- SBA compliance for Hospital
Services available on Qlikview.
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Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

Number of records for Planning, Performance & Informatics

EMT Director:

2117

Ensure safety,
improve quality
and test
experience

Performance and Service

Delivery Targets: Inability to
meet and maintain external and
internal performance targets
(Commissioning Plan
Direction/Commissioning
Plan/Service & Budget
Agreement) due to increased
financial constraints within
health and social care,
increased demand on services
especially in red flag cancer
and urgent referrals, output
from Independent Sector
Providers and impact of growth
within unscheduled care
pressures and other
programmes of care. This is
resulting in increased delays in
access to certain services to
investigation, diagnosis, and
treatment and causes increased
risk of for patient/ service user
clinical outcomes.

To revise and strengthen

normal governance
arrangements and reporting to
existing monthly Director level
Performance and Improvement
Meetings and Trust Board
within the Trust in respect to
commissioning as result of the
review of Health and Social
care and planned closure of
HSCB to ensure robust
commissioning against
priorities, performance and
service delivery monitoring

- Waiting list initiative (WLI)
funding confirmed for
diagnostics but for no other
area as of 20/9/17.

- E-triage roll out programme
timetable continues in hospital
services by specialty.

Update 1 - 30/06/17 - 1/6/17:

presentation given to CE
regarding future enhanced
accountability framework outline
incorporating performance,
OBA outcomes, indicators
against Draft Programme for
Government, Safety and Quality
as well as performance against
standards and targets as means
of progress update. Work
continues.

- 15/6/17: Further workshop
held with Operational
Directorates to develop action
plan for virtual Elective
Business Unit work for quarter
2&3 and glikview development.
- SBA Qlikview app to go live
Summer 2017 which will
provide Operational AD's and
teams with greater detail of
performance /activity to
scrutinise and identify areas
that require improvement plans.
Update 2 - 30/09/17 - New
accountability framework
proposal to include
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ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan) Done date (Act Closed date

2117 Performance and Service

Delivery Targets: Inability to
meet and maintain external and
internal performance targets
(Commissioning Plan
Direction/Commissioning
Plan/Service & Budget
Agreement) due to increased
financial constraints within
health and social care,
increased demand on services
especially in red flag cancer
and urgent referrals, output
from Independent Sector
Providers and impact of growth
within unscheduled care
pressures and other
programmes of care. This is
resulting in increased delays in
access to certain services to
investigation, diagnosis, and
treatment and causes increased
risk of for patient/ service user
clinical outcomes.

Ensure safety,
improve quality
and test
experience

EXTREM Support the creation of

additional capacity to support
efficiency and productivity
through a range of reform
projects and capacity building
exercises across the Trust.

performance against outcomes
is in draft. Trust Board
workshop arranged for 25
October 2017.

- Qlikview app for elective care
live for Hospital Services with
the exception of cancer
performance.

Update 1 - 30/06/17 - Two year

Trust Reform Portfolio
developed; on-going activity
within Directorates to implement
programmes of work to
evidence outcomes based
approach.

- Models of care reviewed and
considered against other
models elsewhere with new
models tested e.g. Ambulatory
care models, Frail elderly.

- Revised model of care for
Day Surgery being implemented
to provide sessions for complex
surgery within day provision to
improve patient flow and
productivity/efficiency.

Update 2 - 30/09/17 - Trust
wide reform portfolio exists and
progress is being monitored in
line with impending financial
savings, regional staffing issues
and rising demand for services.
EMT review on 26th September
of all reform activities.

- Trust continues to develop
reform initiatives to mitigate
demand/capacity gap for
services e.g. Ambulatory Care
Services, Day of Surgery
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ID Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan) Done date (Act Closed date

2117  Ensure safety, Performance and Service
improve quality Delivery Targets: Inability to
and test meet and maintain external and
experience internal performance targets

(Commissioning Plan
Direction/Commissioning
Plan/Service & Budget
Agreement) due to increased
financial constraints within
health and social care,
increased demand on services
especially in red flag cancer
and urgent referrals, output
from Independent Sector
Providers and impact of growth
within unscheduled care
pressures and other
programmes of care. This is
resulting in increased delays in
access to certain services to
investigation, diagnosis, and
treatment and causes increased
risk of for patient/ service user
clinical outcomes.

Engage regionally on plans for

transformational changes
associated with "Delivering
Together" Minister's Vision to
initiate and continue with
necessary reform activities

Admission Unit.

Update 1 - 30/06/17 - Trust fully

engaged with regional
Transformation Implementation
Group (TIG) with
representatives from EMT &
SMT in attendance.

- Trust management and
clinical representatives fully
engaged and contributing views
to specific groups e.g. Elective
Care Centres.

- Revised Reform Portfolio
produced for 2017/18 after
workshop Feb 2017.

- Reform governance amended
to report through strategic EMT.
Update 2 - 30/09/17 - Trust
continues to engage with TIG
although recent savings targets
from DoH and absence of
Executive have provided
uncertainty as to budget and
timelines for transformation.

- Trust EMT meet on 26
September to review Reform
Portfolio and linkages and
impact of TIG, Regional
Reform, Savings Plan etc.

- Impact of impending savings
plans and ability to reform will
be kept under review and Trust
awaits outcome of public
consultation.

- Transformation Plans
co-ordinated in submitted July
2017 to DOH working in
collaboration with region.
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Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

2117

Ensure safety,
improve quality
and test
experience

Performance and Service

Delivery Targets: Inability to
meet and maintain external and
internal performance targets
(Commissioning Plan
Direction/Commissioning
Plan/Service & Budget
Agreement) due to increased
financial constraints within
health and social care,
increased demand on services
especially in red flag cancer
and urgent referrals, output
from Independent Sector
Providers and impact of growth
within unscheduled care
pressures and other
programmes of care. This is
resulting in increased delays in
access to certain services to
investigation, diagnosis, and
treatment and causes increased
risk of for patient/ service user
clinical outcomes.

Spend any allocated resources

and robustly monitor
performance and quality for
Independent sector and In
house Waiting List Initiative
(WLI) activity put in place to
address back logs and waiting
times as agreed with
Commissioner.

Update 1 - 30/06/17 - Currently

no new Independent Sector (IS)
spend identified therefore no
new contracts issued.

- IS select list to be renewed by
PALS - advert to go out 29th
June 2017

- Staff continue to work with
HSCB to input to development
of new framework and
associated contract
documentation which will be
required to facilitate future
spend in IS.

- Allocated spend for Waiting
List Initiative (£375k) for quarter
1 spent, activity delivered
monitored and submitted to
HSCB.

- New process established to
co-ordinate bids for any future
WLI spend to ensure EMT
approve allocation against
priorities/ risk.

Update 2 - 30/09/17 - Funding
identified for WLI with
appropriate bids put in place
and performance expectations
agreed. Activity and spend is
monitored monthly with
performance and finance.

- No new contracts awarded for
IS in 2017/18. However to focus
on those waiting the longest,
regionally Trusts are
collaborating and have
extended existing contracts to
cover a regional allocation.
Existing Trust contracts
extended to 31/3/18 and the
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ID Principal objec Description Risk level (curr Synopsis (Action Plan) Progress (Action Plan) Done date (Act Closed date
Trust will be able to access
other Trusts contracts. This
activity will be monitored in the
normal way.

- IS select list still to be
completed by HSCB.

- No WLI as yet agreed - bid
submitted to HSCB.

2117  Ensure safety, Performance and Service EXTREM To embed revised contract Update 1 - 30/06/17 - Annual

improve quality Delivery Targets: Inability to compliance processes across a contract review meetings
and test meet and maintain external and range of Trust Independent programme commenced for
experience internal performance targets Sector Contracts and undertake Nursing and Residential and
(Commissioning Plan appropriate audits and contract Domiciliary Care.
Direction/Commissioning reviews to provide assurance - Await budget agreement
Plan/Service & Budget on service delivery. before commencing community
Agreement) due to increased services contracts.
financial constraints within - Audits commenced in
health and social care, domiciliary care that have
increased demand on services provided robust assurance on
especially in red flag cancer fraud and quality of services.
and urgent referrals, output All reviews/ audits will be
from Independent Sector completed in year.
Providers and impact of growth Update 2 - 30/09/17 - Annual
within unscheduled care contract review meetings
pressures and other programme ongoing for Nursing
programmes of care. This is and Residential and Domiciliary
resulting in increased delays in Care.
access to certain services to - Await agreement on savings
investigation, diagnosis, and plan consultation before
treatment and causes increased commencing community
risk of for patient/ service user services contracts.
clinical outcomes. - Audits ongoing in domiciliary
care that provide robust
assurance on fraud and quality
of services. All reviews/audits
will be completed in year (70%
completed).
2117  Ensure safety, Performance and Service EXTREM To streamline Community Update 1 - 30/06/17 -
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Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

improve quality Delivery Targets: Inability to

and test
experience

meet and maintain external and
internal performance targets
(Commissioning Plan
Direction/Commissioning
Plan/Service & Budget
Agreement) due to increased
financial constraints within
health and social care,
increased demand on services
especially in red flag cancer
and urgent referrals, output
from Independent Sector
Providers and impact of growth
within unscheduled care
pressures and other
programmes of care. This is
resulting in increased delays in
access to certain services to
investigation, diagnosis, and
treatment and causes increased
risk of for patient/ service user
clinical outcomes.

information provision in relation
to Community Care (inc: Dom
care, Nursing / Residential, day
care, supported living)

Workshop regarding domiciliary
care information requirements
held 13th June 2017. Action
plan being developed

- Performance and Information
team working with Planners and
services to ensure data
requirements reviewed for
Community services.

- Section 5C Service and
Budget Agreement (SBA) to be
further developed with
LCG/HSCB during 2017/18.

- Data cleansing for Prison
Healthcare activity information
system (Egton Medical
Information System, EMIS)
on-going to support robust data
collation for Prison health care.
- Inputting to work plan for
Community activity information
system (LCID) development
with joint working initiative with
Northern Trust, led by Trust ICT
teams.

- Data quality agenda includes
actions to improve data
currently collected.

Update 2 - 30/09/17 - Meeting
held September 2017 with
Brendan O'Brien about the
revised regional approach to
Strategic Information oversight
arrangements and connectivity
to community data
requirements.

- Trust working with Northern
Trust on LCID development
plan.

- Performance and Information
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Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

Number of records for

EMT Director: Planning, Performance & Informatics

2252

Ensure safety,

improve quality
and test
experience

Information security across the

HSC is of critical importance to
delivery of care, protection of
information assets and many
related business processes. If
a Cyber incident should occur,
without effective security and
controls, HSC information,
systems and infrastructure may
become unreliable, not
accessible when required
(temporarily or permanently), or
compromised by unauthorised
3rd parties including criminals.
This could result in unparalleled
HSC-wide disruption of services
due to the lack of /unavailability
of systems that facilitate HSC
services (eg appointments,
admissions to hospital, ED
attendances) or data contained
within. The significant business
disruption could also lead to
increased waiting lists, delayed
urgent clinical interventions,
suboptimal clinical outcomes
and potentially bring liabilities
for the service.

It could also lead to

HIGH

Agree baseline benchmark (eg

NCSC 10 Steps to
Cybersecurity)

teams working with services on
specific areas e.g. Prison health
care, Dom care to cleanse
systems for data collection.

- Data quality action plan being
implemented.

Update 1 - 30/06/17 - Regional

approach and way forward
being agreed. Meetings
arranged for Aug/Sep 2017.
Update 2 - 30/09/17 - Internal
Audit being engaged. Meeting
planned for early October 2017.
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Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

unauthorised access to any of
our systems or information
(including clinical/ medical
systems) theft of information or
finances, breach of statutory
obligations, substantial fines
and significant reputational
damage.

Number of records for Planning, Performance & Informatics

EMT Director:

2252

Ensure safety,
improve quality
and test
experience

Information security across the HIGH

HSC is of critical importance to
delivery of care, protection of
information assets and many
related business processes. If
a Cyber incident should occur,
without effective security and
controls, HSC information,
systems and infrastructure may
become unreliable, not
accessible when required
(temporarily or permanently), or
compromised by unauthorised
3rd parties including criminals.
This could result in unparalleled
HSC-wide disruption of services
due to the lack of /unavailability
of systems that facilitate HSC
services (eg appointments,
admissions to hospital, ED
attendances) or data contained
within. The significant business
disruption could also lead to
increased waiting lists, delayed
urgent clinical interventions,
suboptimal clinical outcomes
and potentially bring liabilities

Carry out risk assessment of

the key cyber security
gaps/threats identified in Step2.

Update 1 - 30/06/17 - Regional

approach and way forward
being agreed. Meetings
arranged for Aug/Sep 2017.
Update 2 - 30/09/17 - Planned
to be completed in 4th Qtr
2017/18.
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Principal objec Description

Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

2252

Ensure safety,

improve quality
and test
experience

for the service.

It could also lead to
unauthorised access to any of
our systems or information
(including clinical/ medical
systems) theft of information or
finances, breach of statutory
obligations, substantial fines
and significant reputational
damage.

Information security across the

HSC is of critical importance to
delivery of care, protection of
information assets and many
related business processes. If
a Cyber incident should occur,
without effective security and
controls, HSC information,
systems and infrastructure may
become unreliable, not
accessible when required
(temporarily or permanently), or
compromised by unauthorised
3rd parties including criminals.
This could result in unparalleled
HSC-wide disruption of services
due to the lack of /unavailability
of systems that facilitate HSC
services (eg appointments,
admissions to hospital, ED
attendances) or data contained
within. The significant business
disruption could also lead to
increased waiting lists, delayed
urgent clinical interventions,
suboptimal clinical outcomes
and potentially bring liabilities
for the service.

It could also lead to

HIGH

Develop a Cyber Security

Strategy and Action Plan to
address the most significant
areas of risk, focusing on
strengthening governance &
policy, improving process &
education, investing time and
resources on Cyber Intelligence
and monitoring

Update 1 - 30/06/17 - Regional

approach and way forward
being agreed. Meetings
arranged for Aug/Sep 2017.
Update 2 - 30/09/17 - No further
update.
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Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

2252

Ensure safety,
improve quality
and test
experience

unauthorised access to any of
our systems or information
(including clinical/ medical
systems) theft of information or
finances, breach of statutory
obligations, substantial fines
and significant reputational
damage.

Information security across the HIGH

HSC is of critical importance to
delivery of care, protection of
information assets and many
related business processes. If
a Cyber incident should occur,
without effective security and
controls, HSC information,
systems and infrastructure may
become unreliable, not
accessible when required
(temporarily or permanently), or
compromised by unauthorised
3rd parties including criminals.
This could result in unparalleled
HSC-wide disruption of services
due to the lack of /unavailability
of systems that facilitate HSC
services (eg appointments,
admissions to hospital, ED
attendances) or data contained
within. The significant business
disruption could also lead to
increased waiting lists, delayed
urgent clinical interventions,
suboptimal clinical outcomes
and potentially bring liabilities
for the service.

It could also lead to
unauthorised access to any of
our systems or information

Commission an independent

assessment of compliance
against baseline (building on
the recent Internal Audit
assessment completed by IT)

Update 1 - 30/06/17 - Regional

approach and way forward
being agreed. Meetings
arranged for Aug/Sep 2017.
Update 2 - 30/09/17 -
Procurement ongoing for
assessment. Planned for 3rd
Qtr 2017/18.
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Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

2252

Ensure safety,
improve quality
and test
experience

(including clinical/ medical
systems) theft of information or
finances, breach of statutory
obligations, substantial fines
and significant reputational
damage.

Information security across the

HSC is of critical importance to
delivery of care, protection of
information assets and many
related business processes. If
a Cyber incident should occur,
without effective security and
controls, HSC information,
systems and infrastructure may
become unreliable, not
accessible when required
(temporarily or permanently), or
compromised by unauthorised
3rd parties including criminals.
This could result in unparalleled
HSC-wide disruption of services
due to the lack of /unavailability
of systems that facilitate HSC
services (eg appointments,
admissions to hospital, ED
attendances) or data contained
within. The significant business
disruption could also lead to
increased waiting lists, delayed
urgent clinical interventions,
suboptimal clinical outcomes
and potentially bring liabilities
for the service.

It could also lead to
unauthorised access to any of
our systems or information
(including clinical/ medical
systems) theft of information or

HIGH

Revisit Business Continuity

Planning within context of
wide-scale local & regional
service disruption during cyber
security incident.

Update 1 - 30/06/17 - Regional

approach and way forward
being agreed. Meetings
arranged for Aug/Sep 2017.
Update 2 - 30/09/17 - Regional
Cyber Security Business
Continuity forum established.
Emergency Business Care
submitted by BSO. Funding
received for interim technical
measures and BSO Staff. Trust
staff resource not yet funded.
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Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

2252

Ensure safety,
improve quality
and test
experience

finances, breach of statutory
obligations, substantial fines
and significant reputational
damage.

Information security across the

HSC is of critical importance to
delivery of care, protection of
information assets and many
related business processes. If
a Cyber incident should occur,
without effective security and
controls, HSC information,
systems and infrastructure may
become unreliable, not
accessible when required
(temporarily or permanently), or
compromised by unauthorised
3rd parties including criminals.
This could result in unparalleled
HSC-wide disruption of services
due to the lack of /unavailability
of systems that facilitate HSC
services (eg appointments,
admissions to hospital, ED
attendances) or data contained
within. The significant business
disruption could also lead to
increased waiting lists, delayed
urgent clinical interventions,
suboptimal clinical outcomes
and potentially bring liabilities
for the service.

It could also lead to
unauthorised access to any of
our systems or information
(including clinical/ medical
systems) theft of information or
finances, breach of statutory
obligations, substantial fines

HIGH Introduce routine reporting to

Trust Board (or other

Update 1 - 30/06/17 - Regional
approach and way forward

equivalents (local and regional) being agreed. Meetings
on reported incidents/near miss, arranged for Aug/Sep 2017.

and other agreed indicators

Update 2 - 30/09/17 - Meeting
with Trust Audit committee

planned for 12th October 2017.
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Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

2252

Ensure safety,
improve quality
and test
experience

and significant reputational
damage.

Information security across the HIGH

HSC is of critical importance to
delivery of care, protection of
information assets and many
related business processes. If
a Cyber incident should occur,
without effective security and
controls, HSC information,
systems and infrastructure may
become unreliable, not
accessible when required
(temporarily or permanently), or
compromised by unauthorised
3rd parties including criminals.
This could result in unparalleled
HSC-wide disruption of services
due to the lack of /unavailability
of systems that facilitate HSC
services (eg appointments,
admissions to hospital, ED
attendances) or data contained
within. The significant business
disruption could also lead to
increased waiting lists, delayed
urgent clinical interventions,
suboptimal clinical outcomes
and potentially bring liabilities
for the service.

It could also lead to
unauthorised access to any of
our systems or information
(including clinical/ medical
systems) theft of information or
finances, breach of statutory
obligations, substantial fines
and significant reputational
damage.

Work with colleagues across

the region to develop and share
learning, techniques, protocols
and staff guidance, including
User Awareness Campaign and
System Managers/Admin
training

Update 1 - 30/06/17 - Regional

approach and way forward
being agreed. Meetings
arranged for Aug/Sep 2017.
Update 2 - 30/09/17 - No further
update.
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Risk level (curr Synopsis (Action Plan)

Progress (Action Plan)

Done date (Act Closed date

2252

Ensure safety,
improve quality
and test
experience

Information security across the

HSC is of critical importance to
delivery of care, protection of
information assets and many
related business processes. If
a Cyber incident should occur,
without effective security and
controls, HSC information,
systems and infrastructure may
become unreliable, not
accessible when required
(temporarily or permanently), or
compromised by unauthorised
3rd parties including criminals.
This could result in unparalleled
HSC-wide disruption of services
due to the lack of /unavailability
of systems that facilitate HSC
services (eg appointments,
admissions to hospital, ED
attendances) or data contained
within. The significant business
disruption could also lead to
increased waiting lists, delayed
urgent clinical interventions,
suboptimal clinical outcomes
and potentially bring liabilities
for the service.

It could also lead to
unauthorised access to any of
our systems or information
(including clinical/ medical
systems) theft of information or
finances, breach of statutory
obligations, substantial fines
and significant reputational
damage.

HIGH

Plan "faux" cyber security
exercises to test user
behaviours, service continuity /
disaster recovery plans

Update 1 - 30/06/17 - Regional

approach and way forward
being agreed. Meetings
arranged for Aug/Sep 2017.
Update 2 - 30/09/17 - Business
Continuity exercise based on
WHSCT exercise to be planned
by Emergency Planning
Department. Date to be
confirmed.
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Risk level (curr Synopsis (Action Plan)

Progress (Action Plan) Done date (Act Closed date

Number of records for

EMT Director: Nursing, Primary Care & Elderly
2110  Ensure safety, There is a significant regional & HIGH

improve quality national shortfall in the GP

and test workforce. This has negatively

experience impacted on the availability of
GPs to work in the GPOOHs
service. During the last year the
situation has increasingly
worsened & it is now a regular
occurrence to have unfilled
"critical" shifts on the GPOOHSs
rota, particularly to cover
Red-eye shifts, weekends &
bank holiday periods. Lack of
sufficient available GPs in the
OOH service is set against a
context of increased patient
demand. In the last quarter
(2016-17) there have been 2
occasions whereby there was
insufficient GPs to deliver
services across the 3
designated sites, resulting in
contingency measures being
initiated & available GP
resource & service delivery was
consolidated to 2 sites. The
situation is not anticipated to
improve in the short to medium
term.

Number of records for Nursing, Primary Care & Elderly

EMT Director:
2110  Ensure safety, There is a significant regional & HIGH

improve quality national shortfall in the GP
and test workforce. This has negatively

7

Working in partnership with

HSCB regarding skill mix review
& developments to reduce
reliance on GP workforce.
Currently employing agency
Nurse Practitioners as available
to cover weekend day & early
evening time. Seek to employ
Trust NPs (however unsocial
nature of work is a barrier).

Introduce remote access triage

so that GPs can triage from
home. (There are technical

Update 1 - 30/06/17 - Staffing

availability continues to
challenge, both from nurse
practitioner & medical staff
perspective.

Update 2 - 30/09/17 - As above
and in addition GPOOHSs has
successfully recruited a number
of GPs via GP LES in August to
commence for September rota -
however this is for a time limited
period due to the nature of the
LES.

Update 1 - 30/06/17 - This

continues to be progressed,
technical hitches not yet
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Done date (Act Closed date

2110

experience

Ensure safety,
improve quality
and test
experience

impacted on the availability of
GPs to work in the GPOOHs
service. During the last year the
situation has increasingly
worsened & it is now a regular
occurrence to have unfilled
"critical" shifts on the GPOOHs
rota, particularly to cover
Red-eye shifts, weekends &
bank holiday periods. Lack of
sufficient available GPs in the
OOH service is set against a
context of increased patient
demand. In the last quarter
(2016-17) there have been 2
occasions whereby there was
insufficient GPs to deliver
services across the 3
designated sites, resulting in
contingency measures being
initiated & available GP
resource & service delivery was
consolidated to 2 sites. The
situation is not anticipated to
improve in the short to medium
term.

There is a significant regional & HIGH

national shortfall in the GP
workforce. This has negatively
impacted on the availability of
GPs to work in the GPOOHs
service. During the last year the
situation has increasingly
worsened & it is now a regular
occurrence to have unfilled
"critical" shifts on the GPOOHSs
rota, particularly to cover
Red-eye shifts, weekends &
bank holiday periods. Lack of

challenges with this re voice
recording & issuing
prescriptions, however working
with IT to resolve).

Monitor unfilled shifts and
impact on service provision.

resolved.

Update 2 - 30/09/17 - Finalising
operational & contractual
protocols. Anticipated trial date
is mid October.

Update 1 - 30/06/17 - Rotas

monitored, local enhancement
schemes introduced, pleas to
medical staff made without
great impact on improving
medical staff availability. It is a
common occurrence for critical
shifts to remain unfilled. Early
alert submitted 26 June for
Ards. Staff managed to engage
one GP to work between 6pm -
12mn with reliance on other
sites to provide triage.
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sufficient available GPs in the
OOH service is set against a
context of increased patient
demand. In the last quarter
(2016-17) there have been 2
occasions whereby there was
insufficient GPs to deliver
services across the 3
designated sites, resulting in
contingency measures being
initiated & available GP
resource & service delivery was
consolidated to 2 sites. The
situation is not anticipated to
improve in the short to medium
term.

Number of records for

EMT Director: Nursing, Primary Care & Elderly
2114  Ensure safety, Risk of Healthcare-associated
improve quality Infection including emerging
and test multi-resistant microorganisms
experience leading to prolonged length of
stay, poor patient outcomes and
negative public perception.

HIGH

Number of records for Nursing, Primary Care & Elderly

EMT Director:

2114 Ensure safety, Risk of Healthcare-associated
improve quality Infection including emerging
and test multi-resistant microorganisms
experience leading to prolonged length of

stay, poor patient outcomes and

HIGH

a. Ensure details on resistant

micro-organisms are captured
on the e-whiteboards with the
roll out of the system in order to
manage patients in acute
settings.

b. Review HCAI Dashboard's-

data presentation and update
format in line with other
performance indicator
dashboards, as a method of

Update 2 - 30/09/17 - Summer
rotas remained a significant
challenge. Service delivered
with minimal impact to patients
due to proactive contingency
measures & planning.
Regional decision regarding
HMRC negatively impacting
GPOOHSs service delivery.

Update as at 01/04/17 -

E-whiteboards have been rolled
out to acute care wards Lagan
Valley and Ulster sites. Work is
progressing with this initiative.
Update as at 30/06/17 - As for
last update.

Update as at 30/09/17 - As for
last update.

Update as at 01/04/17 - Work is
progressing in conjunction with
ICT colleagues. Additional
strands to be taken forward
-antibiotic, organisms, cleaning
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negative public perception.

2114  Ensure safety, Risk of Healthcare-associated HIGH
improve quality Infection including emerging
and test multi-resistant microorganisms
experience leading to prolonged length of
stay, poor patient outcomes and
negative public perception.
Number of records for
EMT Director: Nursing, Primary Care & Elderly
2116  Ensure safety, Demand for Community Care = HIGH

improve quality Packages, especially

and test Domiciliary Care continues to

experience grow due to demography which
presents financial pressures
and concerns regarding
capacity with Domiciliary Care
Provision to meet demand.

Number of records for Nursing, Primary Care & Elderly

EMT Director:
2116  Ensure safety, Demand for Community Care
improve quality Packages, especially
and test Domiciliary Care continues to
experience grow due to demography which
presents financial pressures
and concerns regarding
capacity with Domiciliary Care

HIGH

practice improvement and
reduction in
Healthcare-associated infection

c. Continue to lobby PHA on the

need for a regional
Multi-resistant micro-organism
alert system to assist in the
appropriate care management
of patients and contribute to the
regional surveillance of Alert &
MDR organisms.

Domiciliary Care scoping review
of care commissioned from
independent providers.

(SET and DoH). Review of
process and implementation of
action plan

Increase Domiciliary Care

capacity across SET to meet
unmet demand.

and primary care and disability.
Update as at 30/06/17 - As for
last update.

Update as at 30/09/17 - Work
progressing well.

Update as at 01/04/17 -

Continues to be raised by Trust
representatives at regional
strategy meetings for HCAI and
with the PHA.

Update as at 30/06/17 - As for
last update.

Update as at 30/09/17 - As for
last update.

Update 1 - 30/06/17 -
Domiciliary Care scoping review
in line with DoH requirements
has been completed. We await
the report from DoH.

Update 2 - 30/09/17 - Report
received no further action
required.

Update 1 - 30/06/17 -

Recruitment is ongoing within
SET Domiciliary Care Service.
Update 2 - 30/09/17 - Three
Open Days have been arranged
-23.09.17, 30.09.17 and
07.10.17 to recruit additional
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Provision to meet demand. staff and develop a waiting list.

2116  Ensure safety, Demand for Community Care = HIGH Monitor the level of community Update 1 - 30/06/17 -
improve quality Packages, especially care spend to ensure budgetis Monitoring of the spend in
and test Domiciliary Care continues to managed within existing Community Care is ongoing on
experience grow due to demography which resources. a daily and weekly basis to

presents financial pressures manage resources.

and concerns regarding Update 2 - 30/09/17 -

capacity with Domiciliary Care Monitoring of the spend in

Provision to meet demand. Community Care is ongoing on
a daily and weekly basis to
manage resources.

2116  Ensure safety, Demand for Community Care = HIGH Agree allocation of Update 1 - 30/06/17 - Due to the
improve quality Packages, especially Demographic Funding to meet lack of budget decisions there is
and test Domiciliary Care continues to Community Care demands in  no discussion regarding
experience grow due to demography which 2017 /18. demography funding as yet.

presents financial pressures Update 2 - 30/09/17 - Currently
and concerns regarding no decisions ie demography
capacity with Domiciliary Care funding.
Provision to meet demand.

2116  Ensure safety, Demand for Community Care  HIGH Progress the procurement of Update 1 - 30/06/17 - Meeting

improve quality
and test
experience

Packages, especially
Domiciliary Care continues to
grow due to demography which
presents financial pressures
and concerns regarding
capacity with Domiciliary Care
Provision to meet demand.

domiciliary care in line with
regional model.

Engage with Independent
Sector Domiciliary providers to
develop new models of working
which are geographically
aligned.

in June with the Regional Team
to progress the procurement of
Domiciliary Care.

Update 2 - 30/09/17 -
Procurement on hold at present.
The Trust is engaging with the
HSCB workstream 'Providing
Care - Community Services' to
evaluate current provision of
domiciliary care and to inform
further service models.

A meeting has been arranged
for 18.09.17 with Providers in
Peninsula area to take forward
this work.
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Number of records for 4

Total number of records 58
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