m South Eastern Health
/) and Social Care Trust

Information Governance

18 July 2024 Our Ref: RFI 57792

Freedom of Information Act 2000
Information in Relation to Gas and Electricity Contracts.

Further to your recent FOI request and subsequent response issued to you dated
28 May 2024 regarding the above. Information Governance has conducted a
review as per your request.

A response to the additional questions you have raised has been provided by the
Finance & Estates Directorate and is attached in Appendix A.

If, after receiving a response, you remain unhappy, you can refer your complaint to
the Information Commissioner at The Information Commissioner’s Office —Northern
Ireland, 3rd Floor, 14 Cromac Place, Belfast, BT7 2JB. It is important to note that if
you refer any matter to the Information Commissioner, you will need to show
evidence of having gone through the Trust’s internal review procedure to try to
resolve the matter with the Trust in the first instance.

If you have any queries about this letter, please do not hesitate to contact me.
Please remember to quote the reference number above in any future
communications.

Yours sincerely

Robyn Watterson
Information Governance Senior Manager

Lough House, Church Street, Newtownards, BT23 4AS
Tel: 028 91512210 Email: informationgovernance@setrust.hscni.net



Q1.

Al.

Q2.

A2.

Reg S43; the information | have requested is an average spend for
each supplier annually, not an accurate breakdown of the spend down
to per module/licence etc. | believe that the Organisation should
release this information, as | think the commercial sensitivity is
reduced due to it not being a complete breakdown of the services. If
this information is still unable to be released, please conduct an
internal review. If the exemption for the spend remains valid in your
opinion, please treat this as a request for an internal review.

A review has taken place and this has potential to cause harm and is not in
the public interest, as this could be used for tendering advantages, therefore
the exemption remains valid.

Regarding S31; | don't believe a security threat to be valid from the
information requested. Much more detailed information would be
considered to increase vulnerability I'm sure, such as product serial
numbers, usernames and passwords, etc; but | fail to see how
disclosing the information I’ve requested could pose a threat to the
cyber security of the organisation.

| would like to submit an internal review as | don't believe that this
information could pose a threat to the organisation's security and |
believe that the exemption has been applied incorrectly.

How does contract dates and annual spend come under this
exemption, I'm just trying to understand the seriousness of this
exemption as other organisation are providing this information. What
procedures does the organisation have in place if a member of staff
was to disclose this information? In order to exempt this information
you must be able to show how the release of this information could be
a detriment to the security of the organisation. If the exemption
remains valid in your opinion, please treat this as a request for an
internal review.

Providing the name of the provider, system and brand of software in use
could be enough to give a bad actor enough detail to go on and where to
focus efforts to exploit.

However, the Trust are able to provide contract duration, expiry, start date &
review date as the system information has not been shared. Please see
Table 1 below.

Contract Duration (including any 4 Years with a potential extension

extension) of 24 months

Contract Expiry Date 31 December 2024

Contract Start Date 1 January 2020

Contract Review Date December 2026 as there is a
possibility of an extension
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